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(54) Trainable transceiver capable of learning, variable code* 

(57) A trainable transceiver for teaming and transmitting an activation signal that includes a rolling or other 
variable code for remotely actuating a device, such as a garage door opener. The trainable transceiver includes 
a receiver, a signal generator, and a controller operating, in a learning mode or in an operating mode. In the 
reaming mode the controller recognizes the presence of a variable code, identifies a p restored cryptographic 
algorithm related tothe cryptographic algorithm used by the remote transmitter to generate the variable code, 
and stores data identifying the cryptographic argorithm and last transmitted code of the activation signs*, In* 
the operating mode, the controller generates output data representing a next sequential code of the vanable 
code using the identified cryptographic algorithm and the data representing the last transmitted co de. The 
signal generator receives the output data from the controller and transmits a modulated signal, which' 
corresponds to a received activation signal and includes a variable code recognirable by a receiver of a 
remotely actuated device. 
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TRAINABLE TRANSCEIVER CAPABLE OF LEARNING VARIABLE CODES 
RArKGROUND OF THE IN VENTION 
The present invention relates to a trainable transceiver and particularly to a radio 
frequency (RF) trainable transceiver for training to an activation signal for a device 
employing a variable codte. 

Electrically operated garage door opening, mechanisms are an increasingly popular 
home convenience. Such, garage door opening mechanisms typically emptoy a battery- 
powered portable RF transmitter for transmitting, a modulated and! encoded RF signal to a 
separate receiver located within the homeowner's garage. Each garage door receiver is 
tuned to the frequency of its associated remote transmitter and demodulates a predetermined 
code programmed into both the remote transmitter and the receiver for operating the garage 
door. Conventional remote transmitters have consisted of a portable housing which 
typically is clipped to a vehicle's visor or otherwise loosely stored in the vehicle. Over a 
period of years of use in a vehicle, these remote transmitters are lost, broken, become 
worn, dirty, and their mounting to a visor is somewhat unsightly. Also, they pose a -safety 
hazard if not properly secured! within a vehicle* 

To solve some of these problems, U.S. Patent No. 4,247,850 discloses a remote; 
transmitter incorporated into a vehicle's, visor and VS. Patent No. 4.447,808 discloses a 
remote transmitter incorporated in the vehicle's rearview mirror assembly. Incorporating a 
remote transmitter permanently in a vehicle accessory requires an associated receiving unit 
tuned to the same frequency as the transmitter and responsive to its modulation scheme and 
code to be purchased and installed! in the vehicle owner's home. Vehicle owners who 
already own a garage door? receiving unit are reluctant to purchase a new receiving unit 
associated with the remote transmitter permanently incorporated in their vehicle 
Moreover, if a vehtete owner purchases a new ear it is likely the owner would have to 
replace the garage door receiver with another one associated with the built-in remote 
transmitter/ ins the new vehicle 

U.S. Patent No. 4,241,870 discloses a housing built in an overhead console of a 
vehicle for removably receiving a specially adapted garage door remote transmitter such 
that the vehicle's battery provides operating power to the remote transmitter* Thus, when a 



vehicle owner purchases a new car, the remote transmitter may be removed from the old 
car and' placed in the new car. However,, the housing in the overhead console is not 
mechanically adapted! to receive existing garage door remote transmitters,, and! therefore,, 
the vehicle owner must purchase a specially adapted remote transmitter and an associated 
receiver. 

U.S. Patent No. 4*595,228 discloses an overhead' console for a vehicle having a 
compartment; with a drop- down door for removably receiving an existing garage door 
remote transmitter. The door includes a panel which is movable for actuating the switch of 
the stored existing remote transmitter. A problem with this approach, however, is that 
remote transmitters for garage door openers vary considerably in shape and! size and) it is 
difficult to provide a housing that is mechanically compatible with the various brands of 
remote transmitters. 

To solve all of the above problems, a trainable transceiver has been developed for 
incorporation in a universal garage door opener to be permanendy located in a vehicle and 
powered by the vehicle's battery. This trainable transceiver is capable of learning the radio 
frequency, modulation scheme, and' data code of an* existing portable remote RF transmitter 
associated with an existing receiving unit located! in the vehicle owner's garage. Thus\ } 
when a vehicle owner purchases a new car having such a trainable transceiver,, the vehicle 
qwner may train the transmitter fo> the vehicle Qwnef "$ existing, clip-on remote 
transmitter without requiring, any new installation in the vehicfe or home. Subsequently^ 
the old clip-on transmitter can be discarded or stored. 

If a different, home is purchased or an, existing garage door opener is replaced,, the 

trainable tfafecelver may be retrained i® match the fi^uene^ and] ccdfe) of any new garag# 
& ...... " ■ 

dfoor openey receiver that is, built into the garage dbor opening syslera or one; which: 1$ 

subsequently installed!. The trainabfe transceiver cam be trained i# any remote t JSp' 

transmitter of the type utilized; to actuate garage door opening mechanisms or othej 

rembtefly con^Jf^ d^fceg suchi ag Bouse lighted access |aii^ W$ tfe# Jil&fW <foei §® §p 

learning not only the code and code format (i.e.,, modulation scheme),, but also the 

^articui^ RJP' eameif fingjuency of the signal! transmitted! by any sixth remote ||2Ujsmi|te|^ 

Aftef t^inf trained^ the trainable transceiver actuates the garage door opening mechanising 

■* . . ; ' 
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without the need for the existing separate remote transmitter. Because the trainable; 
transceiver is an integral part of a vehicle accessory, the storage and' access difficulties 
presented by existent "clip-on* remote transmitters are eliminated. Two such trainable 
transceivers: are disclosed in allowed U.SL Patent No. 5,442,340 issued! August 15„ 199S % 
and entitled, "TRAINABLE RF TRANSMITTER INCLUDING ATTENUATION 
CONTROL* and' U.S. Patent 3,475,366s issued December 12,, 1995,, and emitted) 
-ELECTRICAL CONTROL SYSTEM- FOR VEHICLE OPTIONS." 

Due to the emergence of "code grabbers^ who use portable single frequency 
trainable transmitting devices to 1'eant a code transmitted? by an- unsuspecting victim for 
subsequent use in stealing a victim's car equipped with a remote keyless entry system or 
possibly breaking into? a victim' s house that has an* RF actuated! garage door opennen 
manufacturers of garage door evening mechanisms are considering implementing 
cryptographic algorithms that generate variable codes in their transmitters and in the 
associated receivers to decrease the likelihood that a code grabber may successfully enter 
someone's garage after memorizing a particular transmitted code. For example, if a 
variably code were utilized and a code grabber learned a single code transmitted from the 
owners transmitter, the recei ver of the system would not respond to the code subsequently 
transmitted! by the code grabber since the receiver will!,, assuming the victim has) 
subsequently used} the system, only respond] to a different code in accordance witb th^ 
cryptographic algorithm^ 

Various cryptographic algorithms and methods of implementing, such algorithms are 
known Si the an of remote keyfess entry systems for vehicles. A general* description of 
suefo methods are disclosed in a publication emitted! 'Designing Codes for Vehicle Rcmotej 
Security Systems"' by $ofm tDbrtfort, dated! October 19$4 V and! published! by Wome Office,, 
police Scientific Development Branch, Sandridge,, St, Albans v tIK. Systems using variabfe 
cocfes send different codfcs on different occasions. In this paper, two types of time- varying 
codes are descFi^ed-rpIling ; codes and real-time codes.> Rollings codes ar^ Qodes that 
successively vary eaefe time a eddte fe transmitted by the teansmitfeir in aceordknc# witft a) 
cryptographic algorithm stored in the transmitter. In such systems,, the receiver stores the 
saim cryptographic algorithm as th^ transmitter and! recognizes) eacft success^ and) 



different code transmitted by the transmitter as legitimate provided; it corresponds to a code 
the receiver expects to be transmitted next in accordance with the cryptographic algorithm. 
To keep track of which code is to be transmittedt or received] next„ sequential serial numbers 
are stored that identify which code was transmitted or received last, such that the next codfe 
will' have associated therewith the next sequential seriall number. 

Real-time codes are codes that vary in accordance with a cryptographic algorithm a\ 
predetermined periodic intervals as measured by a real-time dock in each of the transmitter 
and! receiver. Tb ensure such clocks are synchronized!, the clock in the receiver may be re- 
synchronized each, time a legitimate code is transmitted by the transmitter. 

Synchronizing a rolling; code presents its own problems because a new code is. 
generated by the transmitter each time the transmitter is actuated for transmission. Thus, if 
the transmitter is actuated outside the range of the receiver, the receiver wiil expect a 
different code than the transmitter will subsequently transmit. Further, if *he 4ast 
transmitted code is stored in volatile memory and power is interrupted to either the 
transmitter or receiver, the transmitter and receiver become out of sync. There exists 
various methods of dealing, with this problem,, a few of which, are described! in the above- 
mentioned! paper by John Gordon, to one method,, the receiver may accept a code falling 
within a predefined', window of subsequent codes that the transmitter may transmit irt 
accordance; with the cryptographic algorithm for rotting, the; code that was, fast transmitted!. 
In, n o event would a code be accepted that is the same as that fast transmitted Since such & 
code coufb* represent a learned 1 code transmitted by a code grabber. The selected size of the 
window reflects a tradeoff between security and] ease of use— the larger the; window,, the; 
more li^e% tfc§ reeeiveE will! accept a randomly generated! code resuming ire a lessseeurf 
system, the smaller the window the more likely that the system will become edmpfetefy out 
of sync thereby frustrating, the fegitimate usetf- 

Another method for dealing, with, the synchronization problem, is a two-entry re- 
^synehrdnfeatiorl method nl which) &$&fim W$ f$f&n4 & ^^^^ml^^m, 
legitimate codes if the first received code is not what the receiver expected. Thus, if the 
garage door fail's tcs> open! following the first transmission, due to an, unexpected, code, th# 
user* actuates the trahsmftier a second time causing the next successive cod# &# 



transmitted and' causing the receiver to determine whether the two consecutively transmitted! 
codes represent a legitimate combination in accordance with the cryptographic algorithm*. 

Yet another method of re-synchronizing a transmitter and receiver is to provide 
means for transmitting a re-synchronization or re-start signal from the transmitter by 
actuating a special push-button or combination of push-buttons. Still another method, is tot 
provide a push-button on the receiver,, which,, when actuated 1 , causes the receiver to accept 
and re-synchronize on the next transmitted! code from the transmitter. 

Another way in which a transmitter and receiver could become out of syne is if 
more than one transmitter is used' to activate the garage door, in this case, an IP code may 
be transmitted, with each activation signal and the receiver may be adapted to recognize the 
transmitted ID and access a separate record corresponding to the ID to determine whicfti 
code(s) is expected next from the transmitter with the transmitted ID. 

Because the use of time-varying or other variable codes will hinder a would-be code 
grabber, thieves may attempt to open a garage door by scanning through codes until a code 
is transmitted that will actuate the garage door. To prevent this possibility a receiver may 
be programmed to refuse to accept a code after a predetermined' number of unsuccessful! 
attempts have been made to actuate the garage door. Scanning can also be inhibited by 
utilizing an extremely large range of codes by using; a code word! of 32 or more bits. 

In the above-mentioned paper,, Professor ^jordon sfatesi that system designers should! 
not assume that their cryptographic algorithms will! remain a secret!.. Therefore,, Professor 
Gordon recommends cryptographic algorithms that use a cryptographic key, which H 
unique to the set of transmitters and receivers for each particular system. Thus, even if a 
would be thief knows the cryptographic algorithm, the thief would also nave to know the 
unique cryptographic key used fcy the algorithm as stored! fa the receiver. Such) 
cryptographic keys wourd typically be stored! in the transmitter and receiver but would) 
normally not be transmitted by the transmitter or otherwise obtainable by a potential' thief. 
Further,, by utilizing a cryptographic key of 32 bits or roore^ the likelihood that a thief 
could guess the key is virtually impossible. 

Because of the emergence of code grabbers , manufacturers of garage door opening 
systems will wish to) make their systems as secure as possible. The more secure the system 



is, however, the more difficult it may be for the legitimate users of the system to train their 
vehicle's trainable transceiver to the codes that must be transmitted to actuate their garage 
door. Thus, the use.of variable codes by manufacturers of garage door opening, systems 
poses difficult problems in designing trainable transceivers that must be capable of 
transmitting, a learned! RF signal! and! in addition! a code that varies!. This problem, not only 
raises, difficulties for the manufacturers of vehicle-installed trainable transceivers, but also 
raises a tradeoff for the manufacturers of the garage door opening; systems, who wish for 
their systems to be compatibly with, the vehicle-installed! trainable transceivers and! to be 
secure from code grabbers. 

SUMMARY ^OF TOE INVENTION 
The present invention solves the above problems and provides a trainable 
transceiver capable of identify ing a received signal as including a variable code. An aspect 
of the present invention is to provide a trainable transceiver that identifies a cryptographic 
algorithm, used by a transmitter and an associated receiver based upon characteristics of a 
signaf received' from the transmitter. Another aspect; of the present invention & to, provide 
a< trainabfe transceiver capable of learning, and subsequendy transmitting; an activation signal! 
to a receiver utilizing; a cryptographic algorithm'. Still' another aspect of the present' 
invention is to provide a trainabfe transceiver capabfe of receiving a ; cryptographic key and] 
using, the cryptographic key in a cryptographic algorithm corresponding to that used by tfte 
transmitter and' the receiver of a garage door opening system. Another aspect of the) 
present invention is to provide a ; trainabfe transceiver capable of learning i*e>> 
synchronization sfghall transmitted! by « transmitter and) capabfe of ^-transmitting die v&> 
synchronization signal' to a receiver for synchronking; of rt-synchronizing; the trainabfe 
transceiver with the receive!?,. r - 

To achieve these and, other advantages, and, in, accordance with the purpose of the 

m^enflon aSembotf^ - 
invention includes a receiver for receiving an activation signal from a remote transmitter, a 
fontrolfef coupled] ^.^jrec^lvejr.afid] operable m < learning and an operating, mode-, in the 
KarnM mode, the controller receives the activation signal!, fearns the trammirtedl R# 



frequency,, and recognizes the presence of a variable code. It then identifies a prestored! 
cryptographic algorithm based on the received code of the cryptographic algorithm used; by 
the remote transmitter. The prestored algorithm corresponds to this transmitter's algorithm 
used' to generate the variable code. The controller stores data identifying this cryptographic; 
algorithm and the last transmitted, code of the activation signal. In the operating mode,, the 
controller generates an RF' output signal modulated by data representing a next sequential! 
code of the; variable code using the identified cryptographic algorithm and the data 
representing the fast transmitted code. The trainable: transceiver further includes a signal! 
generator coupled to the controller for receiving the output data* from the controller and for 
transmitting a modulated RF signal,, which corresponds in frequency to the received 
activation signal and includes a variabfe code recognizable by a receiver of the remote 
device for actuation thereof. 

These and other features, objects, and benefits of the invention will be recognized 
by those who practice the invention and by those skilled in the art, from reading the 
following specification and claims together with reference to the accompanying drawing 
figures* 

BRIEF. DESCRIPTION OF TH E DRAWINGS' 
Fig, I is a fragmentary perspective view of a vehicle interior having an overhead) 

eonsofe for housing the trainable transceiver of the present invention.; 

Fig, 2 Is a perspective view of a trainable transceiver of the present invention*; 
Fig. 3 is a perspective view of* visor incorporating the trainable transceiver of the 

present invention; 

F ig, 4 Is a perspective view of a mirror assembly incorporating the trainable 
transceiver of the present inventiqr>; 

Fig, 5 is ant efeetrical circuit diagram partly 'in block and schematic form of the 
trainable transceiver of the present invention; 

Fig. 6'A is are efec&feal circuit diagram partly/ ire brock and schematic; form showing 
details of the circuit shown in Fig. 5; 

Fig. 6B is an electrical circuit diagram in schematic form showing the details of the 

voltage controlled] oscillator shown ire Fig, SA; 



Fig. 7 is an electrical circuit diagram partly in block and schematic form showing; 
the details of the phase-locked loop shown in Fig. 6A; 

Fig. & is a flqw diagram of the programming foF the microcontroller shawm in Figs.. 
5 and^A; 

Figs. 9A-9G is a flow diagram of the training sequence performed: by thes 
microcontroller shown in Figs. 5 and 6A; 

Fig. 10 is. a flow diagram of a data verification subroutine utilized! during the 
training programming performed by the microcontroller shown in FigsL S and) 6A;; 

Figs. 1 1A-1 IB is a flow diagram of an encoding subroutine utilized by the training 
programming performed by the microcontroller shown in Figs*. S and 6A;; 

Fig. 12 is a flow diagram of a condensing subroutine utilized in the training 
programming performed by the microcontroller shown in Figs. 5 and 6A; and 

Fig. 13 is a flow diagram of a rolling -code identification <RCiO) and training 
subroutine utilized in the training program performed hy the microcontroller shown in 
Figs. 5 and 6A. 

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENT^ 
Fig. 2? shows a trainable transceiver 43 of the present invention. Trainabfe) 
transceiver 43 includes; three push button switches 44, y> 4G V and! 47 „ a light emitting diode 
(LED J 4$, , and an electrical ^ circuit boanf and associated' circuits that may be mounted' in 2 
housing 45. As explained* to greater detail' befow, switches 44„ 46, and 47/ may each be> 
associated! with a separate garage door or other device to be controlled. Trainable) 
transceiver housing 4$ is] preferably of appfopriati dimension fox mounting within* % 
vehicle accessory sucft a£ an; qverhead console 50 as shown in Fig. i, tH die con%urat1otf 
shown ill Wt§? h trainable mtisccwc^ 43 i^fu^$^tectrieal coridbctpF^ €#upie*J id) t&t 
vehicle's electrical system for receiving pqwer from the vehicle's battery., Overhead 
console friefudH othef accesso^i sticfii m ma^ reading famgs) 5$ eofttroiM fey |wttcfei§ 
54. It may also include an electronic compass and display (not shown). 

Trainabte transceiver 4$ may alternatively be: permanently incorporated fa £ vehi?f# 
accessory such as d visof ff (Fig. 5) of 3 rearview mirror assembly S3 iFig* 4% Although 



trainable transceiver 43 has been, shown* as incorporated! in a\ visor and! mirror assembly and 
removably located in an overhead console compartment*,, trainable transceiver 43 could be 
permanently or removably located in the vehicle's instrument panel' or any other suitable 
focafioni within the vehicles" s interior*. 
System Hardware 

Fig. S shows the efectricaf circuit of trainable transceiver 43 in\ block and schematic 
form. Trainable transceiver 43 includes a conventional! switch interface circuit; 49) 
connected to one terminal! of each of the push button switches 44, 46,. and 47, which each) 
have their remaining terminal? coupled) to ground.. Interface circuit 49) couples signal] 
information from switches 44, 46, and 47 to the input terminals 62 of a microcontroller 57, 
which h part of trainable transceiver circuit 55, A power supply 56 is> conventionally 
coupled to the vehicle's battery 60 through connector 61 and is coupled to the various 
components of trainable transceiver circuit 55 for supplying their necessary operating 
power in a conventional maimer. In addition to microcontroller 57, transceiver circuit 55 
includes a radio frequency (RF) circuit 58 coupled to microcontroller 57 and to an antenna 

sa 

As described' above\ switches 44, 46„ and 47 may each correspond to a different 
device to be controlled! such as: different? garage doors, eitectrically operated? access gaie^ 
house lighting^ controls, or the like,, each of which, may haye their own, unique operating RF 
frequency* modulation) scheme^ and/or security eodte., Thus\j switches 44<> 4$ v awl 47 
correspond to a different radio* frequency channel for trainable transceiver 43« Once the 
RF channel associated' with one of switches 44, 46, and 47 has been trained 1 to an RF 
activation! signal 1$ transmitted! firom; a> portable^ remote transmitter 65! associated! with* $ 
garageg doot opener 66) {tot example)),, teanscewef 43 wiH then transmit an VP signaB T 
ha,vinf| the same eharacteristk:^ as, activation, signal B fa actuate a, device such, a& garap; 
doof opener 66 when the corresponding switch <44, 46, 47} is momentarily ctepressedl 
Thus^ by identifying and storing the carrier frequency,, modulation scheme*,, and} data* eod^ 
of 2 received RF activation* signal B originating front a> remote transmitter 6% transceiver 
43 may subsequently transmit an RF signal T having the identified characteristics of RF 
signal B that art necessary fa activate a} device $uefe a$ garage dWtf opener <i6i Each* |UP 



channel may be trained to a different RF signal B such thai a plurality of devices in 
addition to a garage door opener 66 may be activated by depressing a corresponding, one of 
switches, 44;, 46\ and 47. Such other devices may include additional' garage door openers, a 
building's, interior or exterior lights, a home security system, or any other household 
appliance capable of receiving an RF control! signal". 

Microcontroller 57 includes data input terminals 62 for receiving signals from! 
switch interface 49 indicative of the closure states of switches 44, 46, and 47. Art 
additional input terminal 62a may be provided for receiving input data, from other sources,, 
such as a serial connector terminal for receiving downloaded information, a voice actuated 
circuit, or from a vehicle data entry system, input terminal 62a is provided to receive data 
input by the user directly or from some other source. Such data may include a 
programming command, a cryptographic key, an identification of the make and/or model 
of the remote transmitter^, or the cryptographic algorithm itself. 

Microcontroller 57 additionally has an output coupled to an -LED 48, which is 
illuminated when one of switches 44« 46,, and, 47 is closed. Microcontroller 57 is 
programmed 1 to provide signals to LED 4* to slowly flash when the circuit enters a training 
mode for one of the RF channels associated! with switches 44„ 46. and 47„ to rapidly flash) 
when, a channel is successfully trained, and to slowly flash with; a distinctive double bl ink to) 
prompt ait operator to revactuate the remote transmitter,, Alternatively, LEP 48 may be a 
multi-color LED' that changes color to indicate when, a channel, is 



successfully trained) or to prompt the operator to re-actuate the remote transmitter . Once 
trainable transceiver 43 is trained, LED 48 fights continuously upon action of s switch) 44„ 
46, or 4? during its depression to indicate to the user that the transceiver is transmitting a 
signal T« 

Microcontroller 57 may also include a terminal 62b for coupling to a display device 
64, to provide a: user interface for prompting, a user to perform! certain operations; during 
the training and! operation of the trainable transceiver. For example,, microcontroller 57 
may display a message to a user to perform a re-synchronization training or transmitting 
operation if required! to synchronize the trainable transceiver witht the receiver of the garage 
door opening mechanism 66. Further, microcontroller 57 may also display a message 
prompting the user to re-actuate a transmitting switch} on remote transmitter 65 to determine? 
whether the transmitting code has changed to thus identify the presence of a variable code. 
Additionally, microcontroller 57 may display a message indicating that the received signal 
was successfully trained and to display additional messages useful in leading the operator 
through a training sequence. 

Fig. 6 A. shows the details of transceiver circuit 55 „ which includes microcontroller 
57, RF circuit 58,. and' antenna 591 Microcontroller 57 includes a non-volatile memory/ 
(N*VM)! and a randoms access memory (RAMI and may include any suitable commercially 
available integrated circuit such as a MC6805P4 integrated circuit available from Motorola 

Antenna 59) is preferably a dynamically tunable antenna including a small loop 
antenna 70 having one terminal coupled to ground and another terminal' coupled to the 
anode of a varactor diode 71 . Varacf or diode 71 changes the impedance characteristics of 
loop, antenna 70 in response to a control! voltage applied to the cathode of varactor diode 71 
and! thereby changes the resonance frequency of small 1 loop antenna 70, This eonf rofi 
voltage is determined by microcontroller 57, which provides an antenna control digital} 
output signal to the input terminals 72° of a digital-to-anatog' <D/A) converter 1% thai 1% 
coupled to the cathode of varactor diode 7 L By using an antenna that is dynamically 
tuned, one may program* microcontroller S7 to selectively adjust th# resonance frequency of 
antenna 59 to maximize its transmission and reception characteristics for each particular 
frequency atf which) are RF signals is transmitted or received* 



TThus,, antenna 59 may be dynamically tuned ta maximize the efficiency at whichi 
antenna 59 converts a received electromagnetic RF signal' to an electrical 1 signaf during a 
receive rnodfc and the efficiency at; which antenna 59 radiates a transmitted! efeetromagnetfej 
RF signal* in a transmit mode. Additionally,, when antenna 59 is. dynamically tuned, to a 
resonance frequency corresponding to the carrieF frequency of the transmitted signal* 
antenna 59 can remove unwanted* harmonics from the signal to. be transmitted. Preferably,, 
foop antenna 70 is disposed! perpendicular to the vehicle* Si roof to take advantage of die) 
reflective properties of the roof thereby increasing, the transmission range and sensitivity of 
the transceiver when located in a vehicle. The manner in which microcontroller 57 
control's antenna 59 is described belbw in connection with the ffow diagram shown) in Fig>.> 
8. 

Coupled to antenna 59 for transmitting learned RF control signals is an RF circuit 
58, which includes a voltage controlled oscillator <VCO) 73 having a control input terminal 
coupled io a data output terminal of microcontroller 57 for controlling the frequency 
output by VCO 73w The detailed construction of a VCQ suitable for use in the present 
invention is shown in Fig. 6B\ 

V€© 73 incfudfesi two portions-am oscilEator 103,, which* outputs a sinusoidall signal 
that may be modulated by ASK data r and! an LC resonator 104,, which provides, a variably 
frequency resonating signal! to) oscillator 103., OscQhtot 10$ includes an oscilfating 
transistor HO having, a collector coupled to a positive source voltage a base coupled to> 
a first terminal of a capacitor 1 12,, and an emitter coupled to ground via a switching 
transfsf oif 1 ML A buffer transistor 1 16) has % base coupled) to a second terminal! of eapacitorr 
1 Hi a eolfeetor eoupfed) tq> a positive source voltage Vpg* and an emfotef equptedl to a fiv$f 
terminal of & resistor % l&% which has a sesondfc terminal conned! toj ground viaj ^witching , 
transistor 1 14. Switching transistor f f 4 has its base coupfed* to receive ASK data from 
microcontroller 57 such thai switching transistor 114 selectively couples the emitters of 
fransf store t W and i t& fO ground 1 . Thus?, switching transistor 1 14 sctcct ivefy modulates tfe# 
signal at VCO output 73' provided at the emitter of buffer transistor 116%. 

%£ resonator J€H> inefudfes a first coupling capacitor 120 having om terminal) 
coupled to th^ base of oscillating transistor HO and! another terminal coupfed <0 a first 

4% 



terminal of an inductor 122. A second coupling capacitor 124 has one terminal! coupled to 
the emitter of oscillating transistor 1 10 and another terminal coupled to the cathodes of first 
and second varactor diodes 126 and 128. The anode of first varactor diode 126 is coupled 
to the first terminal 1 of inductor 122 and: first coupling, capacitor 120) and) the anode; of 
second! varactor diode 128 is coupled! to a second terminal of inductor 122, which is 
coupled to ground. Varactor diodes 126 and 128 and inductor 122 form a resonating LC 
circuit having a variable resonant frequency that is varied; by varying the voltage applied! to> 
the cathodes, of varactor diodes; 126 and 128 vis? a resistor 130 coupled to a voltage controB 
terminal 73" ) . 

RF circuit 58 further includes a variable gain amplifier (VGA) 74 having an input 
coupted to an output of VCO 73' applies signaFs to the input of a transmit amplifier 77 
through a coupling circuit 76. An output capacitor 78 is coupled between an output of 
transmit amplifier 77 and the cathode of varactor diode 71. 

RF circuit 58 additionally includes a capacitor 80 coupled to the cathode of varactor 
diode 71 for coupling a mixer 79 to antenna 59. A buffer amplifier 81 has an input 
coupled] to an. output, of VCO 73 and applies, signals therefrom to one input of mixer 79 
having its remaining input terminal coupled to capacitor 80 for receiving signals from 
antenna 59». A bandpass filter 82 has am input coupled to receive signals from an output of 
mixer 79) and has art output coupled an; Input of an amplifier 83>. Bandpass filter 82 
preferably has a narrow bandwidth and a center frequency of 3 MFfe to pass a data signal! 
having a 3 MHz frequency component while blocking all other signals output from mixes 
79, 

The output of amplifier 83 is coupled! to the input of am integrator 84 having an) 
output coupM to * data input terminal! of microcontroller 57. Integrator $4 integrates and 
rectifies the signa* supplied ftom amplifier 83 to remove the 3 MHz. frequency component 
from the signal and to provide a demodulated' representation of the data code of the remote 
transmitter to microcontroller St., 

In addition, RF circuit 58 includes a serial port and control logic circuit 75 having 
inputs terminals coupled to a serial data address (SDA) line 75" and a serial control logic 

line 75*. VCO ou^ut 73* is afed coupled! to art input of buffer 9/1 having its output 
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coupled to a feedback input of a phase-locked loop circuit S$. A reference oscillator 
including a crystal 86 having first and second terminal's coupled across an amplifier 87 andl 
m comparator amplifies 881 The reference oscillator 86 is thus; coupled to a clock inpui of 
controller 57 and to phase-locked loop circuit 85 for supplying a reference signal to be 
compared! witfo the signal! outputs from V€Q) 7$., 

RF circuit 58 also includes a fpw pass fitter 89 having an input terminal' coupled' Co) 
aw output 85" of phase-locked loop circuit 85 for holding a\ control! voltage that is applied] to) 
a\ voltage control terminal 73 w of VCO 73 via a voltage control! buffer 901 

VCO 73 outputs an RF signal having a frequency that may be adjusted by varying 
ttm voltage applied to ii$ voltage controK terminal IT, Tim RF signal! output from) VCO» 7/3) 
is modulated with amplitude shift-1ceyed <ASK) data provided by microcontroller 57 when 
operating in a transmit mode. The modulated RF output signal of VCO 73 is applied to 
VGA 74. VGA 74 variably amplifies the modulated RF signal supplied from VCO 73 in 
proportion to a GAIN control signal provided by serial port and control logic circuit 75 in 
response to control signals sent by microcontroller 57 over the SCL 4ine 75 " and the SO A 
line 75** VGA 74 may be implemented! witfi a pat? otf differential! amplifier? and) at digjfaffy 
controlled] current diverteir thai? diverts current fromi one of the differential amplifiers to the 
other differential* amplifier thereby selectively decreasing the gain off VGA 741 As) 
described' in greater detail below,, the gam feveH of VGA 74 h determined! a$ a function] of 
the duty cycle and frequency of the stgnaj to be output from VCO' 73\ 

The gain-adjusted 1 output of VGA 74 h supplied to coupling circuit 76, whicfn filter^ 
undesirable, harmonics from th£ RF signal 1 output from VGA 74. Preferably,, coupling 
efrcuft 7f includfe$ a 12 oftirt resistor cdupfe*8 in series ' wMfc a 470) g#? cagacflo^ T6# 
fiftered* output s%na{ of coupling circuit 70 h; theit provided to transmit amplifier 77* wMeft 
amplifies thf filtered) output fq) ani appropriate transmission fevet T&f ou^ut of 
transmission amplifier 77 is provided to antenna 39 via output capacitor 78„ which 
preferably fm 3 capacitance of 47<$plj^ 

Previous systems have used a variable attenuator to reduce the power of the signal 
output; from a relatively h^fe powe* VCO* If QW^vetf i} such systems tend] <o) transmit 
umfesirabfe ftarmdnie components witfe the desired* acfivaffotf signal, ll is cfesirabfe Id tft«® 



remove harmonic components from the RF signal output by VCO 13 because the output 
energy revel of such harmonic components transmitted! from antenna 59 must be considered 
in computing an allowable output energy level under FCC guidelines. In other words, the 
greater the amplitude: of harmonic frequency components output from! antenna 59, the lower 
the; transmitted amplitude of the desired carrier frequency component may be.. Thus, the 
use of VGA 74, coupling circuit 76, and transmit amplifier 77',, which amplify and fiffer a 
tow power RF signal output from VCO 73, offers a distinct advantage ove? a transmission* 
circuit utilizing a variabfe attenuator for attenuating a relatively high power Output RF 
signal from a VCO. 

Mixer 79 mixes received RF signals, from antenna 59 with a reference RF signal 
generated 1 by VCO 73 and supplied to mixer 79 through buffer 81- The output of mixer 79 
includes several signal components including one component representing die received RF 
signal but having a carrier frequency equal to the difference of the carrier frequency of the 
received RF signal and the frequency of the RF reference signal generated by VCO 73. 
The output signal of mixer 79 is applied to the input of bandpass filter 82, which preferably 
has a narrow bandwidth centered! about a frequency of 3 MHz such that bandpass filter 82 
outputs an encoded data signal 1 only when the frequency of the RF reference signal! 
generated] by VCO) 73 is 3 MH* above or below the carrier frequency of the received RF 
signal., Thus, the remaining signal components) of the output of mixer 79 are b locked! by 
bandpass fitter 82„ The encoded] output data signal from bandpass} filter 82 is amplified by 
amplifier 83 and) integrated! by integrator 84 to) provide) a signal having the same data code 
as that output from a remote transmitter 65 (Fig,. 5). A suitable mixer* amplifier,, and 
integrator for use in the present tnventfofl are disclosed] frt the above-mentfonedj U.S. Patent 
m, 5,442*340 entitled] "TRAINABLE RF TRANS&I Wtm mXVWm 
ATTEWATON CONTROLS 

The data signal* output from integrator 84\ which is typically amplitude shift-keyed 1 
{ASK) data,, also has the same data format as the RF activation signal U transmitted by 
remote transmitter 65. The ASK date output from integrator 84 1 is provided* to 
microcontroller 57 for further processing and storage. The manner in which 
mfcr mom oiler $1 pioef sses and] stores this ASK «fe8t and eontrote HT f*l5»tl 31 H 



described in greater detail below following, a description! of the portion of RF circu it 58 that 
provides a. voltage control! signal to VCO 731 

The portion of RF circuit 58 that supplies the voltage control! signal to VCO) 73) 
includes phase-locked loop circuit. 85 v reference oscillator 86,, amplifier 87, comparator 
amplifier 88, low pass filter 89>„ voltage control buffer 90,, and a VCO output buffer 91L 
The manner in which this portion of RF circuit 58 operates is described! with, reference to) 
Fig- 7, which shows the detailed! construction! of the phase-locked! loop circuit 85. Phase- 
locked! foop) circuit 85 includes as dividte-by-R register 92 having, an input coupled! to the 
second terminal of reference oscillator 86. A tiivide-by-N register 93 has an input coupled 
to the output of VCO) output buffer 91 . The outputs of registers 92! and; 93 are coupled! to) 
input terminals of a phase/frequency detector 94 having an output coupled to die input of a 
control logic circuit 95. Control logic circuit 95 in turn has a pair of •terminals coupled <o 
inputs of a sink/source switch circuit 98 having an output terminal coupled to the input of 
low pass filter 89. Preferably, low pass filter 89 includes a 560 €1 resistor coupled to die 
output of phase-locked loop circuit 85 „ a 1.2 uF capacitor coupled in series with the 560 fl 
resistor,, and a 0. I uF capacitor connected irt parallel! with the 560 O resistor and! the t.2 
uF capacitor* 

The primary purpose of phase-locked loop circuit 85 is to compare the frequency off 
the? Rjp' signal! output by VCO) 7$ with that of reference oscillator 86 and! to control! the) 
voltage applied to die voltage control! terminal! of VCO 73? such, that the frequency of the) 
RF signaf output by VCO 73 haS a predetermined' relationship to the frequency of reference 
oscillator 86\> The predetermined; relationship between the frequencies of these respective 
signals &.* ratio) of two) variables R and! ^ suppti|dl to) d|vide-by-R register 92} and) dtvtf*. 
by-M register 93\ respectively,, front microconirolier 57 via serial port andconftotfogi^ 
circuit 75, Mathematicalfy, the relationship between the frequency fvce> the RF signal 
output by VCO 73; andj the frequency fug? of the signal, output by reference, oscillatot 86, 
may be expressed! as folfowsg 




where Pref is a> constant value of, for example,, 4 MMzl Thus„ using = 4 MHz. and; R 
= 4 t the frequency fvco; ^ controlled; to be equal to N MHz- If fREF am* R constant? 
are held constant, increasing, the value H increases the frequency f ve o accordingly . If the 
value of R is. increased^ the frequency f yc ® may be mom finely controlled. On the otherr 
hand,, the smaller the value of R, the greater the range in which f VC o ma y operate. 
Preferably t the values of R and N are provided! as; eight bits) of dktav 

The outputs of divide-by-R register 92 and divide-by-N register 93: are supplied to 
phase/frequency detector 94, ; which compares the frequency of the signal! output from 
dividfe-by-M register 933 with) the frequency output from divide-by-R register 92 andl 
provides output pulses corresponding to the difference in frequency. Phase/frequency 
detector 9$ may be: constructed! in any conventional) manner.. If these respective frequencies 
are the same, phase/frequency detector 94 outputs pulsed control signals to switches 99 and 
100 of sink/source switch circuit 98 such that both switches 99 and 1O0 remain open. 
When both of switches 99 and 100, which may be solid state switches such as CMOS or 
bipolar transistors, of sink/source switch circuit 98 are both held open, the voltage applied 
to the. voltage control terminal of VCO 73 is held constant by buffer 90 and the voltage 
stored by the capacitors in low pass fitter Z9X 

When the frequency of the signal! output from) divufe-by-NI register 93; is less than; 
the frequency of the signal output from di vide-by-R register 92 ,, phase/frequency detector? 
94 supplies pufsedi control! signals to, switches 99' and 100 causing switch; 9® to cfose and 
switch 100 to remain open.. When switch 99 is closed,, a: voltage of five volts, for 
exampte, is applied to the capacitor of fow pass filter 8$ thereby increasing tfte voltage 
applied to the voltage control terminal of VCO 73. The increased; voltage at the voltage 
control* terminal of VCO) 731 causes VCO) ^3 to increase the frequency of ou%u* BW 
signal, which,, irt turrit* increases the frequency of the sJgnal output by diVide-fey-P* register 
93, Wist* tfte frequencies) oftM signal output from dfvidfe-fey-E reg|sfiei 92 and dtvtfe-ty* 
N register 93 are the same„ phase/frequency detector 94 provides control signals to 
sw&fte& 99) andl MX) to) open switeh 90 andl to maintains mixch 100) in m open positions 

If the frequency of the signal output from divide-by-N register 93 is greater than the 
frequency of the; signal output from divide-by-R register 92* phase/frequeney detector 94 



outputs control 1 signals to switches 99 and 100 causing switch 99 to remain open and switch 
100 to close* Whe«i switch 100) is closed,, the capacitor in low pass, filter 89 is> connected) 
ground and,, thus,, discharges. The? discharging of the capacitor in low pass filter 89 
decreases the voltage applied to the voltage control terminal of VGO 73, which causes 
VCO 73 to reduces the frequency of the output RF signal. Thus,, the frequency of the 
output signal from divide-by-N 1 register 93 is decreased until phase/frequency detector 94 
determines that the frequencies of the signals ouqjut from divide-by-R register 9t and] 
diyidfe-by-K register 93 are the same.. Control! logic, circuit 95 is provided! to selectively 
connect and disconnect phase/frequency detector 94 from sink/source switch circuit 98 in 
accordance with the logic level) of the ASK data read] from the memory of mferocontroliei? 
57 during a transmit mode. During a transmit mode, microcontroller 57 enables and 
disables VCO 73 using the ASK data stored in its memory for the selected channel in order 
<o modulate the ASK data onto the carrier RF signal generated by VCO 73 for transmitting 
the learned data code. When VGO 73 is disabled by the ASK data, the frequency of the 
signal ourout from VCO 73 as detected by phase-locked loop circuit 85 falls io zero. If 
appropriate means were not provided! to phase-locked! foop circuit 85, phase/frequency 
detector 94 would control sink/source switch circuit. 98 such, that the frequency control) 
voltage applied to VCO; 73 is significantly increased' when VCO) 73 is; disabled), intend 
upon being enabled), VCO) 73 would! initially begin; transmission at a carrier frequency fa* 
exceeding, that, which is desired, f A order to prevent phase-locked foop circuit 85 front 
dramatically increasing the frequency of VCO 73 during a disabled! state, eontroB fogie 
circuit 95 is provided to selectively disconnect phase/frequency detector 94 from) 
sink/source swffeft circuit 98] whens the ASK data is at a fevel which* d&abfes VCO 73, 

tn order to maintain the phase relationship between the signate oufpuf froitt dtvkfe-> 
6y-R register 92 and dfvfde-by-M register 93 folfowmg a disablement of VCG> 73, the ASK 
data read, from, the memory of microcontroller 57 during a transmit mode is provided to 
enable and! doable dfofiMeH* 91 and! dMde-by-JNl register 93 to synchronism) witfo 

VCO 73, which is also enabled and disabled by the ASK data signal. 

To) prevent transmission) of signals during a teaming mode,, serial; port and control 
logic circuit 75 fFig. 6X>coner6?s the enablement arid disablement of V®A\ 14 arid; iransmft 
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amplifier 77 by applying a transmit control' signal TX. Similarly, serial port and' control: 
logic circuit 75 provides a receive control signal: RX, which is applied to selectively enable 
and disable mixer 79 r receive buffer 81, amplifier 83, and integrator 84 as shown by the 
dashed line enable inputs of Fig- 6A. 

RF circuit $8 is preferably incorporated: into an application-specific integrated! 
circuit? (ASIC) 1 01 manufactured: employing existing integrated circuit technology. In the 
preferred embodiment shown in Fig. 6A, the following, elements are: provided] on a 
substrate 102 of ASIC 101; VGA 74; transmit amplifier 77; mixer 79;; receive buffer 85; 
amplifier 83; integrator 84; phase-rocked loop circuit 85; amplifier 87; comparator 88; 
voltage control buffer 90;, and the oscillator portion 103 of VCO 73. Although coupling 
circuit 75, output capacitor 78, input capacitor 80, bandpass- fiffcF 82,, reference oscilfafor 
86, low pass filter 89, and the LC resonator portion 104 of VCO 73 are not shown as being 
incorporated into ASIC 101 to avoid including relatively large capacitors within substrate 
102, these elements could nevertheless be included in ASIC 101. 
System Operation 

Having described, the electrical circuit elements of transceiver circuit S5„ the manner 
by which microcontroller 57 controls, transceiver circuit 55 is now discussed with reference: 
to Figs, 8, 9A-9<3„ IO, I{A-1!B, 12, and IX In Figs. 9A-9©„ the transfer ports of the 
ffow diagram are, referenced by « fetter optionally followed] by a number. The reference 
fetter refers to the; fetter portion! of the drawing figure number following Fig. 9). For 
exampfe,, the transfer port fabelled! C illustrates a transfer itt the process to a transfer entry 
port labelled C in Fig. 9C. The optional number following the reference letter represents 
one of a plurality of entry points into the process illustrated ins the drawing figure 
corresponding to the reference fetter. For exampte,, the transfer port rabelied) El illustrates 
as transfer to the process showrt in Fig. 9E at the transfer entry port labelled El. 

As indicated in the test of block 200 (Fig. 8)\ operation begins when one of push 
button switches 44* 46, and! 47 is actuated!.. HipOrt defecting that one of switches 44, 4®, 
and 47 has been depressed, microcontroller 57 receives a signal through interface 49 (Fig. 
5) and initializes its ports and its random access memory (RAM), as indicated in block 202. 
MexS, the program begins A twenty seeondl timer (blocfe 204) and! reads die channel 
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corresponding with the switch 44, 46, and 47 that has been depressed <block 206) . Next>„ 
the program for microcontroller 5? determines whether the selected channel has beera 
trained! (Mock 208}. . If the selected! channel has previously been trained,, microcontrollers? 
downloads the data associated with die selected channel into its RAM <block 210), sets the 
gain of VGA 74 and! the frequency to be output by/ VCO 73* and! tunes antenna 59 m> 
accordance with the data associated' with the selected 1 channel -(block 212). Microcontroller^ 
57 sets the frequency of VCO?3 by providing the appropriate output signal's representing 
values of andl N tq> diyide-by-R, register 92 and! divide-by-N register 93 via serial! port and) 
control logic circuit 75. 

Microcontroller' 5? sets the gain of VGA 74 by providing a control! signal! serial! 
port and control logic circuit 75 over the^CL and SDA lines. The-GAiN control signal 
provided to a gain control input of VGA 74 may consist of a five-bit value, thus providing 
thirty-two possible gain levels. Because the FCC mandates allow different power levels 
based upon the duty cycle of the transmitted -signal, it is advantageous for the trainable 
transceiver to be capable of dynamically adjusting the gain of the transmitted -signal. 
Therefore-, by providing a number of possible: gain levels,, transceiver 43 cans transmit at! the 
maximum allowable power level for each different frequency and encoded! signal it may 
transmit., 

Tb optimize the appropriate gain level fb* a given transmitted activation signal, 
microcontroller 57 first looks at the frequency of the signal to be transmitted Co determine 
its relative power. Assuming that each of the thirty-two possible gain levels correspond] to) 
a different integer between 0 and 32 withO representing the maximum gain adjustment and) 

representing the minimum gala adjustment, mferoeontrollef 57 selects art initial gain) 
level based 1 upon the frequency of the signal to be transmitted, Fbi? exampte, 
microcontroller 1 57? may select art initial gain level of $ fotf » strong powered) signal and 
select an, initial, gain level of 0. foe a relatively weak powered signal. Then,, microcontroller 
57 determines duty eyete of the code fey taking a predetermined! nuin&ef of total samples 
of the code within a predetermined period of time, counting the number of samples of the 
code having a high, logi© tevel, multiplying the counted number of samples, haying a high) 
logic level by a predefined constant lo> determine * product, arid dlvfding the product &y the 
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predetermined! number of total samples. Microcontroller 57 adjusts the selected! initial gain) 
revel based! upon the duty cycle. For example, if the initial gain level is % mterocontrolteif 
57 adjusts the gain level to a level falling between 5 and 32 where the lowest gain level 
P2)} corresponds to the highest duty cycle and, the highest gain fevel (5)} not exceeding the 
initial gain; level corresponds to the lowest dury cycle. Microcontroller 57 may also select a 
gain level based' upon a determination of whether the data code is fast or stow. An) 
example of how « duty cycle of a code signal may be determined and an output power level, 
may be selected! based! upon the duty cycle and! frequency of the signal! to be transmitted! H 
disclosed! in the above-mentioned! U.S.. Patent Nov 5,44-2,340.. The manner by whiera 
microcontroller 57 determines that the data code provided in the received activation signal 

is fast or- slow is described befow;. 

The gain of VGA 74 preferably may be varied between 15 and 20 dB, and transmit 
amplifier 77 preferably has a gain of 25 dB. Together, VGA 74 and transmit amplifier 77 
provide a variable gain of 10 dB. Preferably, the output power of transceiver 43 is 

between 0 and 5 dBm. 

Microcontroller 57 tunes, antenna 59 by providing antenna control data to D/A 
converter 72. The antenna control data preferably has? an eight-bit value, which may be> 
computed! from the frequency of VC0 73) or read! from a fable including as list eight-bit; 
values associated, with: various, frequencies that may be output from VCO 73. tto general;, 
the voftage output from! IMA converter 72 is eontrolfed] to vary from 0-5 to 4.5) V linearfy 
with respect, to a 220 to 440; MHz frequency range. Thus, each increment in. the eight-bit 
value provided by microcontroller 57 represents about a IS.G mV increment in the output 
voltage of D/ A converter 72. The eight-bid antenna control data may be previously stored) 
in associations with) the selected! channel! or may be computed! from- the frequency data after 
the data is read from memory. The capacitance ofvaractor diode 71 varies linearity and! 
inversefy to the voltage applied 1 to its cathode. For" example; varactor diode It may have a 
capacitance of 14 pF when the applied voltage is 0,5 V and a capacitance of 2.4 pF when 
the applied voltage is 4.5 V. Fw this manned small' foop antenna 70\, which has; a relatively 
small bandwidth for receiving and transmitting signals, may be tuned to have a resonance 
frequency matching the carrier frequency of a transmitted or received; signal; such that; it 
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more efficiently receives an RF activation signal from a remote transmitter and radiates the 
RF transmit signal! provided from transmit amplifier 76. By providing the capability off 
dynamically tuning antenna 59; and varying the gain; of the output signal as, applied to ih® 
cathode of varactor diode 71 through output capacitor 78\ trainable transceiver circuit 55 
maintains a] matched! impedknce of antenna* S§ and! the output impedknee of RF circuit S®* 

After setting the gain of 74\ the frequency of VCO 1% ami! the tuning of 
antenna 59 as indicated! in blocfe 212 <Fig. t 8)„ the microcontroller 57 determines, whether 
the codfe for the sefectedl channel! h a fixed) eodfe oir a\ variable code (Jblbefc 20>. Thisj 
determination may be made based upon the setting of a flag at the time the activation signal 
^ feaimedL, If the code h a fixed] code,, microcondrolfeir 57 readfe the data codte storedl in) 
memory in association with the selected channel <biock 214) and provides this ASK data (o 
VCO 73 and phase-locked loop circuit £5 to modulate the RF signal generated by VCO 73 
by disabling and enabling VCO 73 with the ASK data (block 216). On the other hand, if 
the code is a variable code, microcontroller 57 will read the data stored for the selected 
channel that identifies the appropriate cryptographic algorithm, *he cryptographic 1cey % if 
any)\, and) the serial! number of the? Ease transmitted! codfe., Nfextf,, mfcrocontfolter 51/ will) 
execute the identified cryptographic algorithm,, which may be stored! in itsj NVM oirsome 
other memory that is preferably noflrvofatife^ to generate the code to be transmitted) to the 
receiver of the garage door opening, mechanism) <£fock 2I5)\ If the variabfe code is a irea^ 
time cocfc,, microcontroller S7 may reacf the tfme fronJ an internal 1 or external! dock to) 
determine the appropriate cocfe fo> transmit* fcased) upotfi the time ta> % manner defined) fey the 
cryptographic algorithm., If more than) one transmitter may be used! to actuate the garage: 
dbotf „ mfcroGonCroIlieir ST will] a£$a ineludfe an) I® tag in the generated! code tofentifymg) the 
trainable transceiver as the transmitter from whfefe the actiVadbri s%naB was lfeamedL 

Aftfcip generating of reading the eocfi i® fransmi\ mJep^on&roIfeir $7 Instruct^ sefiaj 
port and control logic circuit 75 to output a transmit signal TXto VGA 74 and transmit 
ampEftwr Itm ttiafoh tft# tr^mlsston) oftfei irioduktecfiR^ oti^titstgyial of M 
indicated by block 216. 

While performing the above steps\ microcontroifef 57 monitors the twenty second 
timer to rfeternfine whether the push; 6utto« switch thafi was depressed! hm been) 
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continuously depressed! for a five second) infeirval (bfocfc 217). If the twenty second! interval! 
fias not expire^,, microcontroller 57 continues to transmit the RF signal associated! with, the 
selected channel (brock 216). if microcontroller 57 determines in bfocfc 217 that the switch 
that was depressed! has beef* continuousEy depressed: for the twenty second) interval!,, or if 
microcontroller 57 determines in block 208 that the channel associated with the depressed 
switch has not been trained, microcontroller 57 begins a training sequence that begins in) 
block 218 (Fig>. 9A}., Before describing, the detailed; procedure performed by 
microcontroller 57 ins the training mode^ a general! overview is provided! befpw. 

During & training^ sequence, microcontroller 57/ provide? frequency control dfciz) 
representing the values R and N for an initial frequency to phase-locked loop circuit 85 
<[IFtg;., 6AX *nd ! toofe* for x$m presence of received <£ata\ on aw FOR transmitted signal B) (Fig., 
5) which is received by antenna 59, processed through mixer 79, bandpass filter 82, and 
amplifier 83 and applied to microcontroller 57 from integrator 84. Upon receiving the 
frequency control data, phase-locked loop circuit 85 provides a frequency control voltage to 
a frequency control terminal of VGO 73. VGO 73 generates a reference signal having a 
reference frequency corresponding to the frequency control voltage and provides the 
reference signaf to mixer 79. If the reference frequency has a predetermined* relationship to 
the carrier frequency of the received! Bff activation signal & 9} integrator $4 provides the eodfe 
signal of the received activation signal to microcontroller 57., in the preferred 1 embodiment,, 
the predetermined! relationship) will! exist when* the difference between the reference 
frequency and the carrier frequency of the received activation signal is, 3, MHz. 

If microcontroller 57 does not receive a code signaf from integrator 84 for the initiaT 
frequency, } microcontrolfer 57 in the next foop selects another frequency and provides 
phase-foefced (bop; circuit witft frequency control! dkfa> corresponding/to the new frequency?.. 
Microcontroller 57 continues to select n^w frequencies in this mariner until 1 a code sig/iaF is; 
defected as indicated by a signal* from integrator 84L M ferocontrolteir 57 affirms the? 
presence of a> code signal using, a> verification routine,, which counts the number of rising 
edges appearing in any signal! received from integrator 84 during a predetermined! iimn 
interval and determines that data is present when the counted number of rising edges 
exceeds a threshold! level. The verification subroutine is described; in g/eater detaili below. 
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Upon detecting, a code signal,, which preferably occurs when the reference frequency 
is 3 MHz below the carrier frequency of the received! activation; signal', microcontroller 57 
stores the frequency control) daia> eoFresponding to the carrier frequency of the received) 
activation, signal,, and increases, the reference frequency by 3 MHz. Ideally, the code signal 
should 1 disappear at this frequency,, however if the code 1 signal! dbes not disappear at this 
frequency* microcontroller 57 attempts to encode the code signal' ft is still receiving, at this) 
frequency im order to) determine whether the code signal is merely noise attributable 1 to the 
code signal! detected) at the frequency 3 MHx tower or whether tft« code signal! detected] at 
this frequency more than mere noise. 

By attempting to) encode: the code signal^ microcontroller 57/ cam perform as more 
rigorous test on the code signal to determine whether toe code signal is legitimate. As will 
be described in greater detail below, microcontroller 57 attempts to encode toe code signal 
using an ENCODE subroutine, which further analyzes the code signal to identify its 
modulation scheme and stores the code signal in memory using toe -most appropriate 
encoding, technique for toe identified modulation scheme of toe code signal. If the Encode 
subroutine can identify the modulation scheme of the code signal and! store the code signal), 
the attempt to encode the code signal! is deemed) successful)., 

If the code signal! received! at this; increased frequency,, which corresponds to the 
frequency of die received) activation signal,, h successfully encoded!,, microcontroller 57/ 
determines that the code signal received; at both the initial! frequency and? the; increased} 
frequency is not legitimate because, based on empirical data, a legitimate code signal 
should) not be encodable at two; frequencies 3 MHz apart.. Having determined; that toe code 
signal at this frequency H not leg,ftimato s the program executed) by mfcrocontrolfer ft 
selects a new- frequency and! repeats the above process: until a fegftirnate; code signal 1 fat 
defected). 

If a code signal is not detected or if a noa-encodable code signal is detected at toe 
frequency 3 MHz above the frequency at which) the code Signal) was first defected),, 
microcontroller 57 increases the frequency another 3 MHz and looks for a code signal. 
Ideally the code signal) that disappeared at the previous frequency will reappear at this 
increased' frequency since it is 3 MHz different than the transmitter frequency B< and the 



frequency difference component output from mixer 79 passes through bandpass filter 82. 
If the code signal 1 reappear*, microcontrolfeir 57' changes the reference frequency to the 
frequency at which, the code signal: was first detected (i.e. . at 3 MHz below the frequency 
of the activation signal B% and encodes and stores the code signal. En> general,, 
microcontroller 57/ stores the code signal, by sampling the signal at a relatively hig> 
sampling rate such as one sample per 6g microseconds. Different sampling rates may U 
selected for different code signals based! upon detected! characteristics to the; code format; of 
the received code signal), In this manner, microcontroller ST may reproduce the code signal; 
during a transmit mode, by reading the stored code signal! from memory using the same 
sampling, rate at which it stored, the code signal. Alternatively,, the data representing the 
number of consecutive samples of the code signal at high and low logic states may be 
stored or data representing the number of periods at a particular data frequency may be 
stored. To double check that the received code signal is legitimate, microcontroller 57 
preferably sets a DATPREV flag, returns to the beginning of the training sequence, selects 
a new, higher frequency, and confirms that the previously detected code signal is legitimate 
provided! as code signal! is not detected! at* this new frequency., 

To determine whether the received code may be a variable code, microcontroller 57' 
may check whether the identified frequency is one used, with time-varying codes*.. 
Additionally, microcontroller 5)7/ may be able to identify a variable code based upon, the 
number of pulses to the code since variable codes, may have a higher number of bits., TP<® 
confirm the presence of a variable code,, microcontroller 57/ may prompt the user to w+ 
actuate the transmit button on the remote transmitter and check whether the code included 
in the second transmitted signal! h M same as mat in the f&s*. Alternatively,, the code may 
dynamicaiJy change within a single actuation of the transmit button on the remoti 
transmitter or the characteristics of the pulses themselves may indicate that the code is « 
variable code, in which case microcontroller 57 could determine that the received' code is a> 
variable eodtex 

If the code in the activation signal is a variable code, microcontroller 57> then 
examines the characteristics of the activation signal <i.e., the number of bits in the code, 
the pulse width, the pulse repetition rate,, and/or the carrier frequency) to identify the make 
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and? model of the remote transmitter. By identifying the make and model of the remote} 
transmraer, microcontroller S7 } may then identify and access a prestored! cryptographic 
afgorithmi corresponding] to) that usedi by the remote transmitter and its associated] receiver 
Next„ microcontroller 37 prompts the user to perform any special sequence for re- 
synchronization) of the system. This may fee a sequence &S which the usef causes the remote 
transmitter to transmit a re-synchronization signal! or in which a button is digressed on the 
receiver of the garagji door opening^ mechanism to> accept and re-synchronize on the next^ 
transmitted! signal if the? sequence involves the transmitter transmitting a re- 1 
synchronization signal, the trainable transceiver may subsequently be trained to learn and 
retransmit the re-synchronlzationt signal). 

If the identified cryptographic algorithm requires a cryptographic leey, 
microcontroller 57 will determine the appropriate method of receiving the cryptographic 
key based upon the identified make and model of the remote transmitter since such methods 
may vary from one manufacturer to another. If the cryptographic key may be downloaded 
or transmitted from the remote transmitter,, microcontroller 37 will prompt the user <o take 
the appropriate actions If the receiver includes some mechanism for changing its 
cryptographic key to one randomly or manually generated!,, microcontroller 57^ ma^ 
randomly generate 2; cryptographic key and! transmit the key to the receiver, If a 
cryptographic key must tm manually entered,, mieroeonirplfeir $T may receive suefe 
information through input terminal' 62a from a, vehicle data entry system of si voice-actuated! 
circuit. Having provided a general overview of the training sequence, a more detail 
description! is provided below with reference to Figs. 9A-9G, ) 1% UA* I IB, 12„ and t% 

Mkro^ontrolfer ft hegfm the tram&ig sequence bfoefe 21« of the program) 
9A| fey retrieving R and N fteq^ency controf <&& representing a fretpjency 3 M$fc befew a] 
first frequency provided fte a& prestored frequency tabfe and fey cfearing an* 51 register, 
Preferably^ the frequency table first includes, in increasing value,, the known operating 
frequencies of garage door transmitters that transmit only fxw » Itetfedl duration) <pLe^ 
approximately two seconds), such as the older Canadian garage door transmitters. These 
short, duration; transmitter frequencies are followed in the frequency tahfe fey the frequencies) 
at whfch other commercial ty avaifahle garage dbor transmitters are fcnowit CO operate. The 
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frequencies associated! with, short duration transmitters are provided! first in the frequency 
table in order to increase the likelihood that a successful! train will occur before such a, short 
duration transmitter stops transmitting its RF activation signal. In the event that the RF 
activation signal! transmitted! fey a garage door transmitter does not have- a frequency stored! 
in the frequency table, trainable transceiver 43 wUl increment an initial frequency at 1 MHz 
intervals until! the frequency of the received) RF activations signal is identified). 

After retrieving the 5 first or next available frequency in, the frequency table,, 
microcontroller 57/ tunes antenna 59) to a resonance frequency matching the retrieved) 
frequency/ (bfoek 220),. Additionally* microcontroller 57 cfears a mode save CMODSV]) 
register. Next, microcontroller 57 sets the frequency of the signal generated by VCO 73 to 
a reference frequency 3; MHz, below the retrieved! frequency by providing the appropriate ft 
and N values to divide-by-R register 92 and divide-by-N register 93 and instructs serial 
port and control logic circuit 75 to output a receive signal RX to enable receive buffer 81 , 
mixer 79, receive amplifier 83, and integrator 84. 

Next, microcontroller 57 ourouts a signal to cause LED 48 to blink in order to 
inform the person who depressed one of switches 44 „ 46, and 47 that they should activate 
the remote garage door transmitter 65 to which trainable transceiver 43 is to be trained). 
Subsequently, antenna 59» receives the RF activation signal] transmitted by remote 
transmitter 65 and provides the received! signal! to mixer 79 where the received RF 
activation signal! is mixed! with the signal! ouq?ut from VCO) 73X, If the frequency of the 
signal! output by VCO 73 is 3 MHz above or below the frequency of the received RF 
activation signal, microcontroller 57 will detect any ASK data contained in the received RF 
activation, signal and will call! a "VERIFY" subroutine to verify the presence of a, valid data 
eod'e signal! ®toek 222} and identify the data code as "fast* or "'slow* data., 

Fast data is detected when the data has more than, five rising edges irt a 8S0 |isec: 
Interval. Slow data is detected' when the data has five or less rising edges in a 850 pseg 
interval, but more than five rising, edges detected in a 70 msec interval. Fast data, includes 
two general types of data-GENlE data, which Is transmitted! from GENCE brand 
transmitters,, and non-GENIE {single tone) data. The distinction between GENIE and non- 
GEMIE data h made in an; ENCODE subroutine described; below, GENIE data; differs 
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from the data transmitted! by other brands of remote garage door transmitters in, that the: 
GENIE data is frequency shift-keyed! data having pufee repetitions rates that shift between VO) 
and! 2© kHz!.. GENII data} is typically; transmitted! at a earrieii frequency that? rails between) 
290 and 320 MHz at 5 MHz intervals. As will be apparent from the description below, the 
classification! of the* daft as either fast, stow, GENIE, or single tone affects then manner % 
which microcontroller 57 subsequently checks,, stores, and encodes the daft., 

The VERIFY subroutine ft shown in Fig* 10) and; begins at. block 224 a* which point 
microcontroller 57/ begins a\ 850) microsecond! timer, In blocks) 226 and! 228,, 
microcontroller 57 counts the number of rising edges in the ASK data within the 850 jisec 
interval measured! by the timer, fa block 230\, microcontroller 57 determines whether the 
number of detected rising edges is greater than five. If the number of rising edges is 
greater than five, microcontroller 57 sets a data acknowledge <OACK) flag *o " 1" 
indicating that data has been verified and sets a mode bit to * 1 " indicating that the data is 
fast {block 232) and returns to block 234 <Fig. 9A) where microcontroller 57 updates the 
MODSV register to store, the value of the mode bit. 

If the microcontroller program determines in block 230) that the number of detected) 
rising edges ft not: greater than five, the program advances to block 236; where it begins a) 
70 msec timer. In, blocks* 238' and 240. the program counts the number of rising edges 
detected] during the 70) msec Interval!., If the number of rising edges, ft greater than five 
01ock 242), the program sets the D ACK flag to; *f and 1 the mode bit to *W* <blocfc 244} 
indicating that the date ft slow and returns' to the block following that block which last 
called the VERIFY subroutine. If microcontroller 57 determines that the number of rising 
edges defected) during^ the 70) msee interval ft not greater thao five, the program sets the 
©ACK flag) to; "CT* indicating the. absence; of verified} ASK daft, sets; the modje h it to 
and? returns to the block following, that block which last called! the VERIFY subrouting as) 
indicated in, block 246, 

Referring back to Fig- 0A # affef returning from the VEMPV subrouting arid} 
updating the MODSV register, the program looks at the DACK, flag to determine whether 
verified ASK datas ft present; (block 2,48). ; If daft ft not present, the program advances to; 
block 250 where the X counter is incremented 1 . Then, the program determines: whether the 
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X counter is equal to I (block 252}. Upon determining that X h equal tot, 
microcontroller 57 decreases the frequency of VCO 73 by £ MHz (block. 254) and then, 
repeats the steps set forth- in brocks 220-234. Then in block 24g, microcontroller 57 again 
determines whether date was detected! as being present By looking for data at a frequency 
4 MHz, below a frequency stored in the frequency table, microcontroller 57 can check 
whether the: received! activation signal! k transmitted! at a slightly lower frequency than 
expected due to production, variances, that may be present in the remote transmitter. 

If data is again not present, the program increases the X counter (block 250| and 
cheeks whether the value of X is equal! to 1! (block 252}, If X is not equal! to 1, thf 
program advances to block 256 where it determines whether any data had been previously 
detected! by looking at a BATPREV flag. As discussed below,, the DATPR1EV f&g is set 
only after the received code signal has been rigorously tested. If data had been previously 
detected, microcontroller 57 causes LED 48 to rapidly blink <block 258) indicating a 
successful training sequence. On the other hand, if the microcontroller program determines 
that data had not been previously detected, it returns to block 218 to retrieve the next 
frequency in the frequency table and to clear the X register. 

Microcontroller 57 repeats the sequence of steps set forth above and identified) fa 
blocks 218-256 until microcontroller 57 defects the presence of data in block 2481. When 
data is present, the program advances to block 260 (Fig. 9B) where it saves the value of X, 
which will! have; a value of if data was; detected when the frequency of VCO 73 was 3 
MHz, below the last frequency retrieved from the frequency table,, or a value of "I" if the 
frequency of VCO 73 is 4 MHz below the last retrieved' frequency from the frequency 
table. Next, the microcontroller program adds the intermediate frequency (IF> °£ bandpass 
filter 82, which is preferably 3 MHz, to the frequency of the signal previously output from 
VCO 73. Additionally, microcontroller 57 tunes the antenna to an appropriate frequency 
for this increased V€© frequency (block 262$. 

Next, in block 264, the program checks to determine whether data is present by 
calling the VERIFY subroutine. If the frequency of VCO 73 was 3 MHz below iftt 
frequency of the received RF activation signal when microcontroller 57 verified the 
presence of data ins block 248> ^Fig. 9Ah the detected, data; wilt typically disappear when a 
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frequency of VCO 73 is increased by 3> MHz to be the same frequency as the RF activation 
signaL If, however; microcontroller 57 determines in block 266 that data is present when 
tfte fteqjuency of V€0 73) is increased! by 3 Wife, the microcontroller program) checks th^ 
value of X in block 268 to determine whether the frequency of VCO 7? was previously set 
to) 4 MMz befow the* frequency thaft was] fast retrieved) from the frequency tahte* If tb^ 
VCO frequency is 4 MHi below th^ last retrieved frequency from the frequency table\ 
microcontrotfeF S7 increments) thi VCO) frequency by 11 MHz,, retunes antenna 59/$>foefe 
210% andt a^in* atfemptsj Co) verify the) presence of dSaia> by returning to; Mock 264 If dbiat h 
again detected, the program advances to block 272 where the mode bit of the original data 
that wa$ verified) fa restored to its) initial vafu#^ which} was] stored! in Him MODSV regisfefo 
Then, the microcontroller program puts the detected data through a more rigorous test 
calling an •ENCODE" subroutine in block 274. 

In the ENCODE subroutine shown in Figs. 1 1 A and 1 18, microcontroller 57 first 
clears is RAM in block 276 and determines whether the mode bit is equal to 1 in block 
278. If the mode bit is equal to 1„ microcontroller 57 enables interrupts <biock 280) such 
that it may identify each period! m die data string as) either 10) kits or 20) kSM $fodk 282J, 
Ntexfi,, microcontroller 57 determines whether it ha$ received! twelve consecutive lO kffln 
periods, Oilock 2g4); in order to determine whether the data is frequency-shift keyed! 
corresponding to/ anj acdvation signal! transmitted! fey a^-GENIE brawl transmitter., tf xxmly$ 
consecutive 10 kHz periods have not been received^ the program increments an error 
counter (Mock 286), and 1 checks whether the error counter has reached too higft vahiea 
<]block 288>. Provided that the error counter has not reached too high a value* 
microcontroller 3? continues) to) idfentify eaeft period as either MJ km or 2© klfe (bfoefe 
282^ and] to determine whether twelve consecutive: ffi fcffz periods have feeei* received* 
<blfocfe 2$4% 

If microcontroller 57 receiver twelve consecutive 10 kHz periods, and fills the RAM 
with tfte received! dktafe eorrespoMmg i® the number of 10) kHfe and) 2© kMzt, perfgrf^^btoefe 
290), the program sets the success flag <block 292) and returns to the block following that 
in* which the ENCODE subroutine was, last called, 
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If,, however, in block 288,, the program 57 determines that the error counter has 
reached! too high a value, it determines that the received data is "single tone* data and! sets 
a flag indicating that the data) is single tone (block 294). in block 296, microcontroller 57' 
there determines whether the data* has l'ong periods off dead time. Iff the data has long 
periods of dead time,, microcontroller 57 identifies the data as single tone data in word 
format, sets a word format flag ,, and 1 measures and 1 stores the length off the dead! time (block 
298}, After determining that the data does not have long period's of dead time, or after 
identifying, the date as single tone data ins word) format,, microcontroller 57 stores the data 
string in the RAM audi measures the periods, of 250 cycles off the received! data in block 
300. Next, microcontroller 57 categorizes the results into two possible frequencies, saving 
the length off the period! and! the number off matches to each (block 302).. Iff microcontroller 
57 determines in block 304 that more than two hundred matches have been found for one 
of the two frequencies, it then determines in block 306 whether the data could be 
considered "dirty" GENIE data by determining whether either one of the two frequencies 
used to categorize the cycles are at or near 10 or 20 kHz. if the data could be dirty GENIE 
data,, or if more than two hundred matches are not found in block 304, the microcontroller 
program clears the success flag in block 308' and returns to the brock following that block 
in; which the ENCODE subroutine was Tast call'edl 

If , in block 306 v microcontroller 57 determines that the data could not be dirty/ 
GENIE data, microcontroller 57 saves the period! at; which more than 200 matches were: 
found, (block 310), sets, the success flag (block 3 12), and the program returns to the block 
following that block in which the ENCODE subroutine was last called 

Iff,, in block 278 of the ENCODE subroutine of Fig, 1 1 A, microcontroller 57 
determines that the mode bit is not equal to one indicating that the received! data k stow,, 
microcontroller 57 sets up to sample the received, data at 68 ^tsec in block 3 H <Fig. 1 1 B)\ 
Then, in btock 3I6\ microcontroller 57 looks for a start conditions in the received! data 
which is present when seventy consecutive samples are found, at a low logic level. If the 
start condition is not found! (block 318), microcontroller 57 identifies the data as "'constant 
pulse data" in block 320.. After the data is identified as "constant pulse data" or after a 
start condition is defected} ire block 318, microcontroller 57 then determines whether the 
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data was lost in block 322 by determining; whether the number of consecutive samples at a 
tow logic fevej exceed a predetermined number. If microcontroller 57 determines thaU the 
data was tosH in blbcfE 322 ?) if clears the success flag ini block 304 audi the program retumsj 
to the block following that block which called the ENCODE subroutine. On the other 
hand!,) if microcontroller 57 determines* thai, the dktal was not fosl^ ft stores t&# cfaM asj the) 
number of consecutive sampfes ar either a: high or low logic fevefi t&focfc 326)\ sets the} 
success flag {Jblock 328),, and the program* returns to the block following that block, which) 
called! the ENCODE subroutine^ 

Returning to Fig. 98, if the data that was verified at the last retrieved frequency in 
the frequency table and! also at a\ frequency 3 MHk below the fas** retrieved! frequency isj 
successfully encoded (block 330), the microcontroller program checks the X value to 
determine whether the frequency of the VCO 73 was last set to a value 4 MHz below the 
last retrieved frequency from the frequency table tblock 332). if the VCO was previously 
set at a frequency 4 MHz below the last retrieved -frequency, microcontroller 57 increments 
the VCO frequency by 1 MHz, retunes antenna 59 <block 334), and the program returns to 
block 274 to try to; encode the data., If this data h then* successfully encoded!,, the program 
advances to bfock 336 where a noise counter NOISCNT is incremented*., 

Next itf block 338. microcontroller 57 checks the value of NOISCNT to determine^ 
whether this* value is, top; higji} indicating* that trainable transceiver 43 is? receiving noise a« 
those frequences at which data was verified. If the NOISCNT value is too Mgfe, 
microcontroller 57? determines, whether the frequency last retrieved from the frequency tabtea 
was A Canadian frequency (I.e.* a frequency associated with an activation signal! off short 
duration)) (block 340^ 

If the: value of NOISCNT h hot too high <btoek 338), or if the value of NOfSCNTf 
rss too^ high] and) the frequency East retrieved! ftom) the frequency table is not a> Canadian) 
frequency,, the program goes to block 341 (Fig. 9A) where it restores the frequency of 
VCO) 73 and] the vafu# of X to tfei vafuesj they had! prior to) transferring to) blocfe 2$J) in Fig., 
9B. Then the program increments the value of X in block 250 and determines in block 252 
whether the value of X is, equal to i f ff the value of X h not equal! to 1* the program, 
advances to block 256 where if determines whether dSafa was previously defected* If data) 



was previously detected*, microcontroller 57 then outputs a signal to cause LEEK 48 to 
rapidly blink,, thereby indicating a successful train (block 258>. If,, however, X is equal to 
1 (block 252), microcontroller 57 decreases the frequency of the VCO by I MHz (block 
254),, and looks for data at that frequency by repeating the steps set forth in blocks 220* 
248u 

Referring; back to Fig. 9B„ if the program determines in blocks 338 and 340 that 
NOISCNT is too. high and the frequency last retrieved from the frequency table is a 
Canadian frequency, the program, sets the pointers in the frequency table to point to the 
first frequency following, the Canadian frequencies (block 342$ and advances to block 218 
(Fig. 9A) in order to attempt to detect data at the remaining frequencies stored in the 
frequency table.. 

As stated above, when a valid data code is present when the frequency of VCO 73 
is set 3 MHz below the frequency of the RF activation signal, the data should disappear 
when the frequency of VCO 73 is increased by 3 MHz to coincide with the frequency of 
the received RF activation signal. Moreover, if the data, which is detected when the 
frequency of VCO 73 is increased to be the same as the frequency of the received RF 
activation signal, cannot be successfully encoded (block 330) a valid data code may be 
present. Thus,, if data was not detected in block 266,, or if detected' data was not 
successfully encoded in block 330, the program advances, to block 344 (Fig. 9C) where it 
adds the intermediate frequency of 3 MHz to the VCO frequency and retimes antenna, 59), 

Next, the program, checks, to determine whether verifiable data has reappeared by 
calling the VERIFY subroutine in block 346 (Fig. 9C). If the program determines that 
data} is present in block 348,, the program; then tests (.Block 350), to determine whether the 
detected <fefe is fas* % examining whether the mode bit is eqjial to I or 6. If the data is 
fast (i.e., MOPE = 1)„ the program, executed by microcontroller 57 attempts to encode 
this fast data in block 352 by calling the ENCODE subroutine of Fig. 11 A, If the fast data 
Is not successfully encoded (block 354>„ or if the program, determines that data is not 
present hi block 348, microcontroller 57/ increments the VCO frequency by 1 MHS. rctunes 
antenna 59 (block 356)„ and reattempts to verify the presence of data by calling the 
VERIFY subroutine (block 35&9 of Fig., KH 
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If data is present (block 360), microcontroller 57 determines, whether the data, is, fasfc 
in block 362. If the data is fast,, microcontroller St attempts Co encode this, fast data by 
calling the ENCODE subroutine as indicated in block 364. } If the fast data is; not* 
successfully encoded <bfock 366)\ or if microcontroller 5? does not detect data in block 
$60 v microcontroller 51) decrements) thf VO0 frequency hyj 2 Mfflz* retunes antenna] 5<| 
(block 368),, and checks for tfte present of data in block 370 by calling the VERIFY 
subroutine^ 

If tfee program t&em determines tM <hia U present m block 372 } (Fig, 9D)\> th© 
program determines whether the detected data is fast data in block 374. If the detected data 
is fast data,, the program, attempts to encode this fass data in block 376 by/ calling th^ 
ENCODE subroutine. If this fast data is not successfully encoded <block 378) , t>r if the 
program determines that data is not present in block 372, the program advances -to block 
336 {Fig. 9B) and performs the process indicated in blocks 336-342 as indicated above. 

In the event the program detects data which is not fest in blocks 350, 362 TFig. 9C), 
or in block 374 (Fig. 9D), the program advances to block 380 in Fig. 9E. Similarly, if the 
program successfully encodes, detected! fast*; <fata to blocks 354 v 366 <pF%. 9C>^ or bfocfe 318) 
{Fig. 9D>„ the program advances to block 380 in Fig A 9E.> 

Having, advanced to block 380 in Fig> 9E„ the mode bit is restored! to the value) 
saved in) the MODS ¥ register and the frequency of VCO) 73 is restored! to the frequency at 
whicfe data was first detected!. Microcontroller 57 then determines whether the identified) 
frequency of the received! activatiom signal! H one fcnowra to be used witfe rollings reaj-tim^ 
or other variable codes {block 38 IK Alternatively or additionally,, microcontroller 57 may 
ehecfe ©the* characterisficsj of the? received! activation signal!,, sucfe as th^ number of bit$ in) 
the cocte to determine whether the code fs a variabte codfe. it tha code is potentially* $ 
variably cod#,> microcontroller 57 calfe a rolling codfe W> (ROD)) subrouting 382* ai» 
example of which is described now with reference to Fig. 13. 

tn th4 rollingj codte 10 subrouting 382,> mlcrocontrolfer 57/ first determines whether 
the received code is dynamically changing {i.e., changing within on actuation of the 
transmit button) (block 500)., if the code is not dynamically changing,, microcontroller 57 
stores th£ identified) codW in a) first memory foeation MEMt 0foefe 5<M| and! prompts tffep 
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user ta re-actuate the transmit button; on remote transmitter 65 (block 502>. Then,, using 
the same frequency to demodulate the received re-transmitted activation signal^ 
microcontroller 57 receives and stores the codte included in this signal? in another memory 
location MEM2 (block 506)). Microcontroller 5? then compares, the codies stored! in. the two) 
memory locations (block 508) and determines whether the codes are different (block 510). 
If the codes are not different,, microcontroller 57 determines that remote transmitter 65' does 
not utilize a variable code and the program returns to block 383 (Fig,. 9E)., If the two; 
codes are different or if the received! codte is changing dynamically, microcontroller 57/ 
examines the characteristics of the received! activation signal' and! compare such information) 
with stored transmitter identification data to determine the make and model of remote 
transmitter 65. Such characteristics may include the pulse widths pulse repetition rate>„ 
number t)f codes bits, and/or the identified carrier frequency. Based upon an identification 
of the make and model of remote transmitter 65, microcontroller 57 identifies a 
cryptographic algorithm, which is previously stored in memory, corresponding to the 
cryptographic algorithm used by the identified remote transmitter and receiver of the same 
make and model (block 5 14). If the cryptographic algorithm is not previously stored in the 
microcontroller's memory, it may be downloaded* through input terminal' 62a>. 
Additionally,, if microcontroller 57 cannot identify tfie manufacturer of the remote 
transmitter based, upon the characteristics; of the received activation signal,, microcontroller 
5? may prompt the user to input an identification code or name identifying, the make and) 
model of the remote transmitter. Such information may be input by pushing various, 
combinations of switches 44, 46, and 47 or by using a user interface via input terminal^ 
62av 



After the cryptographic algorithm is, identified^ or otherwise provided,, 
microcontroller 57 prompts the user to perform a "special sequence* to identify the serial! 
number associated; with, either the last transmitted! code or the code to be transmitted next 
(block 516). This special 5 sequence is that which is performed to re-synchronize tfte 
transmitter and receiver according to) tfm metfrodbfogy used byj the particular manufactured 
fn some cases this may Invol ve any or on# off combination of the following: pressing the 
transmit button of remote transmitter 63 twice itt rapid! succession,, holding; the transmit 
button down for a predetermined) time period^ pressing a> second! transmit button^ pressing z) 
combination of buttons, entering a code on a keypad of remote transmitter 65, etc. Such 2 
special sequence may also involve operating, a re-synchronization or reset switch on the 
receiver of garage door opening mechanism 66 causing the receiver to accept and' re- 
synchronize on the next code it receives. 

After identifying the cryptographic algorithm and the serial number of *he next code 
to be transmitted, microcontroHer 57 has the information necessary to subsequendy 
generate the proper sequence of codes for opening the garage door provided the 
cryptographic algorithm dbes not; utilize? a crypto^aphfe key. If the afgorithmi does require) 
such a key,, microcontroller 57 must either learn or receive the cryptographic key used by 
the remote transmitter and associated 1 receiver,, or randomly generate a cryptographic key 
that may be transmitted in a special signal o% otheirwise communicated] to th$ receiver 
Thus\ microcontroller 57 will 1 determine whether there is am original! transmitter <<OTr) 
sequence to download! the cryptographic key based! upon the known* methodbfogy empfoyed 
by the identified manufacturer (block 518>. 

If an original transmitter seqjuence is> ayaifabfe to? download the cryptographic key* 
microcontroller 57 will execute ft prestored algorithm* to perform the sequence* <bfocfe 520), 
The sequence may inyofvg prompting the user tc* perform certain! tasks sucfe as pressing a) 
particular transmit button on remote transmitter 65, or any similar technique such as those 
described! above; with respect i® the special! seqjiene^ for re-synchrontzatfoij. The 
performance of the original transmitter sequence will result in the cryptographic key being 
downloaded into the non-volatile memory of microcontroller 57 (block 522). 
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Microcontroller 57 may then decipher the serial number for synchronization 
purposes (if necessary) using the cryptographic algorithm and the cryptographic key <block 
524). Then microcontroller 5? wil» cause LED 48 to rapidly blink indicating that the signal! 
has been successfully trained! (block 526>. 

If there is no original transmitter sequence for downloading the cryptographic key, 
microcontroller 57 wilr assume the receiver of garage door opening mechanism 66 may be 
reset by pressing a button thereon or performing, some other sequence, to receive and! 
utilize a new cryptographic key. Thus, microcontroller 57 will randomly generate a 
cryptographic key (block 528} and will' synchronize the receiver by transmitting the key to 
the receiver using the appropriate protocol for the identified make and model receiver to 
download the new key (brock 530}." When the receiver is synchronized,, microcontroller 57 
causes LED 48 to rapidly blink indicating a successful training sequence (block 526). 

If more than one transmitter is used to open the garage door, microcontroller 57 can 
identify the portion of the transmitted code including the transmitter ID tag by regenerating 
the received code using the cryptographic algorithm and comparing the regenerated code 
with, the received code to determine the pan of the code that represents a message header 
including the transmitter ID fag. The identified ID tag may then be stored along with any 
other data; including in a fixed message header fbr subsequent re-transmission along with 
the- variable code.. 

Referring back to Fig. 9E„ if the frequency is not one known to be used for variable 
codes,, the noise counter NOISCNT is cleared (block 383): and the VERIFY subroutine fe 
called in block 384. Then, if verifiable data is not present (block 386}, microcontroller 57 
set* a five second timer and begins slowly double blinking LED 48 in a distinctive manner 
in order to prompt operator to again depress the activation switch on remo^ transmitter 69 
Q,lock 388^ Although, not usually necessary „ by prompting the operator io cause >tfeft 
remote transmitter to retransmit its. activation signal,, microcontroller 57 increases the! 
likelihood that trainable transceiver 43 can, successfully learn a short duration activation 
signal* 

Next, the program repeatedly calls the VERIFY subroutine (block 390) until 
verifiable data is dcttctsd (block 392) s or a predetermined time interval,, such as fiv* 



-37^ 



seconds, has expired <bfock 334). If verifiabte dm is detected in Mock 386 or brock 392, 
or if time has expired* in block 394,, the program calls the ENCODE subroutine <blqefe 
396>. Then,, if the data, is not successfully encoded (block 398), the program increments, 
the noise counter NOISCNT (bfock 400) and 1 checks whether NOISCNT is equal m 4 
(bfocfc 402)). If NOISCNiT & nofi eqjual m 4K> the program returns to) bfock 384 to agajto 
attempt to verify and encode the received data code. If NOISCNT is equal fty 4<b£oefe 
402>„ the program advances to bfock 34? in Fig. 9A where the VCO frequency and! rite % 
counter is restored! and! the process advances to bfock 250 as previously described! aftov** 

If, in bfock 398\ it is determined that the data codfe was successfully encoded, the 
program checks, whether the data was previously identified, as single tone data, in block 404,., 
If the data is single tone data, the program then determines whether a stubborn (STUBRN> 
bit had been previously set (block 406). Initially, the STU8RN bit is not set. However, if 
the STUBRN bit is subsequently set in block 494 IFig. 9G) due to an inability to previously 
successfully train single tone data, and the process returns back to block 406, die program 
increments noise counter NOISCNT in block 400 and advances through the process in the 
manner previously discussed' above. If, } in block 4G4„ microcontroller $t determines that! 
the detected data is not single tone data, microcontroller 57 attempts to condense thej 
encoded data by calling, a CONDENSE subroutine in block 4081 The CONDENSE 
subroutine is empfoyed) to attempt condense the data stored in memory during, the fast 
execution oif the ENCODE subroutine such that the stored! code signal^ which may repeafl a) 
data sequence numerous times^ does nofc consume more memory than necessary* TTh^ 
CONDENSE subroutine is now described with reference to Fig,* 12 .> 

Initially,, in Mock 4l©„ rite program determines whether the modfe bit is equal to J., 
If the modej bit is eq v uaj to i v the program determines whether any dm is present with) thre# 
of fess periods v whether the encoded data contains a data, sequence that is repeated! 
three or fewer times within the string of data that was encoded and stored in 
mfcfoeontroIteG 51% If the data has thre£ or !ess, pepocte,, the program indicates in bfoefe 
414 that the attempt to condense the data has failed and returns to block 44<r(Fig. 9E)\ 

If,, on the other hand, ; no data is present with three or less periods, the program then) 
determines whether th# encoded and stored] dat^ has any M> kMt dktai with more thai 3@ 
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periods (block 416>.. If there is 10' kHz data, with more than 30 periods, the programs 
indicates that the attempt to condense the data has failed, (block 414) and returns to the 
process in Fig. 9E (block 446> If there is no 10 kHz data present with more than 30 
periods (block 416>, the program sets the start pointer of the condensed! data code to the 
first data location of the encoded and stored data '(block 418). Next, the program sets the 
end pointer for the stored! condensed! data* equal! to the last 10 kHz data having more thaiis 12 
periods (block 420) and indicates that the attempt to condense the data was successful! 
(block 422) before returning to block 446 in Fig. 91., In this manner,, the stored encoded! 
data may be condensed! to a shorter form that may be repeatedly read! from memory during 
a transmit mode. 

If,, in block 410, the program determines that the mode bit is not equal to 1, it then 
determines whether the stored encoded data includes a long low period (block 424). If the 
stored data does not include a long low period, it is determined in block 426 that the data is 
continuous and, in block 428, the program determines that the entire data bank should be 
used to store the encoded data. If, in block 424, it is determined that the data does include 
a long low period,, the start pointer for the condensed data is set equal to the first location 
of the stored 1 encoded' data' (block 430) and! the end pointer of the condensed data is set; 
equal to the Fast location) of the long, low period! within the stored 1 encoded! data (block 432)., 

Subsequently,, the program looks at the stored condensed data to determine whether 
the data includes any continuous logic highs states of 120) samples or more (block 434>. If 
any such continuous high logic periods are found, the program, indicates that the attempt to 
condense the data has failed in block 436 and 1 returns to block 446 in Fig, 91. If there are 
not any consecutive high, periods of 120 more samples, then the stored' condensed data is 
examined! to determine; whether there are any occurrences of a logic high or low state tha* 
does not exist for two consecutive samples (block 440), If identifies suqft an occurrence H 
identified,, it is indicated! in block 436 that the attempt to condense the data ha$ failed and) 
the program advances to block 446« 

If there are rid) suefe occurrences in btosk 44% H h determined] whether stored) 
condensed data string from start to end is less than ten samples (block 442). if the data 
string is less than] ten) samples long, it is indicated that the attempt to condense the dats has 
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failed in block 436. On the other hand,, if the stored condensed data consists of 10 or more 
samples^ it is indicated that the attempt to condense the data was successful! in block 444 
and, the program advances, to block 446 in Fig. 9E. 

In block 446 of Fig. 9E, it is determined' whether the attempt to condense tfcej 
encoded! dk£a\ was* successful!., If the attempt was not successful,; microcontroller 57 
increments the noise counter NOISCNT in block 400 and the program proceeds in the 
manner discussed above. If the encoded 1 data' was successfully condensed!,, the program) 
determines whether the data was previously found to be constant pufse dkta 0focfc 44g)\ ff 
the data is not constant pufse data, the program again attempts to encode the data by calling 
the ENCODE subroutine of Figs. 11A-B in block, 450. If the data is constant pulse data,, 
or if the data is successfully encoded in block 450 as indicated* by test block 452, the 
program advances to block 454 in Fig. 9F <biock 452). Otherwise, the program advaiices 
to block 400 where it increments the noise counter NOISCNT and proceeds as described 
above. 

In block 454 (Fig. 9F), the program determines whether the data is GENIE data by 
fooking at the mode bit and! the single tone bit., if the modfe bit is eqjuall to It and; the singly 
tone flag is not set, the program advances to block 456 where microcontroller 57 sorts the 
identified carrier frequency of the received 1 activation signal into one of several known) 
GENIE operating frequencies* felling, within the range of 290-220 MHs at 5; MHk intervals 
Thus,, fbr example,, if the identified! earner frequency of the received activations signal & 
between* 301 and 304 MBfe„ microcontroller 57 determines: that the: carrier frequency to) 
store and subsequently transmit should be the. closer of 300 and 305 MHz. Also in block 
456\ the program sets the DATPRgV ffag ioj indicate; that data* has been] detected. TfteA, 
the program! advances ioj bfbcfe; 458 arid) microcont^olter §7 storey the new data prioi f<» 
returning tQ) bfpck 218 m Fig. 

If, in block 454, the program determines that the mode bit is not equal to 1, the 
program tfcert cfetennines whethef thf vafu^ of X U eqjual) to W inl orttel to dfeterminf 
whether data was first detected when the frequency of VCO IS was set 3 UHz bdow the 
frequency in the frequency table (block 460}. If the value of X is equal to "0" \ the 
program looks tQ thi next value &i the frequency taMe to dfetermlne whether thisj vafue h 8 
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MHz away from the previous value (block 462). Iff the next frequency in the frequency 
table is I MHz away, microcontroller 57 stores the new data (block 458) and, the program 
returns to block 2l8-(Fig, 9A) and' proceeds as described previously. If the next frequency 
in the frequency table is not 1 MHz away from the previous frequency, microcontroller 57 
saves the data and outputs a signal causing LED 48 to rapidly blink, thus indicating a 
successful training sequence (block, 464)1 

If, in block 460,, the program determines that X is not equal to *0>\ it checks 
whether the DATPREV flag is equal to, J (block 466), Iff the D ATP REV flag is not equal! 
to I. microcontroller 57' saves, the data, and outputs a signal! causing LED 48 to rapidly 
blink (block 464). If DATPREV flag is equal to 1, the program determines whether the 
previous data, was. trained at: 3 MHz below a frequency stored in, the frequency table (block 
468). If the previous data was trained at 3 MHz below a frequency stored in the frequency 
table, microcontroller 57 reverts back to the data obtained when the VCO frequency was 3 
MHz below a frequency in the frequency table and causes LED 48 to rapidly blink 
acknowledging a successful training sequence (block 470). if the previous <iata was not 
trained when the frequency of VCO 73 was 3 MHz below a frequency in the frequency 
table (block 468), microcontroller 57 saves the data and' causes LED 48 to rapidly blink 
(block 464)) indicating a successful training sequence 1 . 

Referring, back to Fig, 9E, if microcontroller 57 determines that the retrieved' data, 
code is single tone to block, 4Q4! and! determines that the STUBRN bit Is not set to block 
406, the program advances to block 472 to Fig, 9G. in block 472, microcontroller 57> 
determines whether the DATPREV flag is set. If the DATPREV flag tsrsel, 
microcontroller §7 causes LED 48 to rapidly blink indicating a successful training sequence* 
(block 4?4>, If, on the] Other hand,, microcontroller 57 determines thai the DATPREV flag 
is not set, microcontroller 57 determines whether it is operating to the Canadian fast mode 
by determining whether the fast frequency read! from the frequency tat* h a Canadian 
frequency <blocM76>, If microcontroller 57 is operating in a Canadian fast mode, the 
program advances to blocls 3083 to Fig. and proceeds as previouslty ^ttejuss^fc If 
microcontroller 57 is not operating in the Canadian fast mode, it adds the intermediate 
frequency of 3 MHz? to the frequency off VCO 73 (block 478)V 



Next,, microcontroller 57 stores the value of R and stores the value of N required, 
for the increased VCO frequency in the NVM of microcontrolleir 57 <block 480}. Next* 
microcontroller 57 decreases the frequency of VCO 73 by 2 MHz <]block 482} and saves 
this frequency in the variable DATCHK -(block 484). Then, the program calls the 
ENCODE subroutine of Figs. 11 1 A-B (block 486)) to attempt to encode dkfaj at this new/ 
VCO frequency- If this data is not successfully encoded' (block 488>, : the program sets the> 
DATPREV flag (block, 490) and! returns to block 218 of Fig. 9A. By returning, to block 
2l£\ t the program may check whether data may be verified! at frequencies 3^ or 4 MMz> 
below the next frequency in the frequency table. Provided verified data is not found at 
these frequencies,, a successful! train may be indicated! in block 258 because the program) 
will determine that the DATPREV flag had been set in block 256. 

If, in block 488, the program determines that the attempt to encode data is 
successful, it determines whether the encoded data is single tone data in block 492. if the 
data is not single tone data, microcontroller 57 <rfears the noise counter NOiSCNT and -sets 
the STUBRN bit <bIock 494) and advances to block 480 in Fig. 9E. If the successfully 
encoded! <iata is single tone data,, microcontroller 57 checks the frequency of the data to) 
determine whether it is greater than 18 kHz (block 496), Then,, if the data has a frequency 
greater than 18 kHz,, microcontroller 57 checks whether any previous data had a frequency 
less than! 15) kHz (block 498>. If any previous daim did not have a frequency less than? 15) 
kHz, or if the frequency of the successfully encoded* stnglte tone data is not greater thaiv Id 
kHz,, the micFocontrolPer programs returns to block 476 andt proceeds as previously 
discussedt If any previous data did have a frequency less than 1$ kHz,, the prog/am -sets^ 
the* DAtFftEV ffag faioek 500)) and! returns U block ilB of Fig. 9 A andt j 
previously described 

Jim SlNlMt prq<?ess h continued} until ai successful) training sSqjuenc® i§ ; 
or until microcontroller 57 has looked for data at all frequencies at 1 MHz intervals 
§efwe£il tft© 20® ^4 ;' T 4Q0 'MHt rai^ji^ in) whfcft remote transmit|er$ t^lea% cerate* 

Although the present invention has been described as including specific elements 
and! as; operating ini a specific; mannes in; accordance with % preferred, embodiment,, certain) 
aspects otikt present Invention! may hi practiced) without requiring tfrg particufar^ of 



another feature of the present invention. For example, the trainable transceiver of the 
present invention need! no t include a dynamically tunable antenna or a variable gain* 
amplifier and need not perform the procedures for training, to short duration activation 
signals. Similarly, the procedures for training to variable activation signals need, not be 
practiced with the particular structural implementation of the preferred embodiment 
disclosed above. For example, the variable activation signal! training procedures could be 
implemented in « trainable transceiver such as that disclosed 1 in the above-mentioned U.S. 
Patent. No. 5,442,340 or that disclosed in the above-mentioned U.S. Patent No, 5„475.366>. 

Additionally,, methods other than those disclosed above may be used to provide any 
required data to the microcontroller for training to a variable code activation signal. For 
example, data, such as the cryptographic key, may be transmitted, to the microcontroller of 
the trainable transceiver using paging signals. Another approach would be for a 
manufacturer to provide a compact disc {CD-ROM) with systems utilizing a variable code 
that would include the cryptographic algorithm and key for downloading to the trainable 
transceiver microcontroller from the vehicle 1 s CD player. 

If a remote transmitter that transmits a variable code is adapted to also transmit a re- 
synchronization signal to the receiver when the transmitter and! receiver become out of 
sync,, the trainable transceiver of the present invention may be trained* to learn and re- 
transmit such a re-synchronization signal. This could be readily accomplished by training 
one of the other channels of the transceiver using the procedure described above tot 
training to the activation signal., 

It will be understood by those who practice the invention and by those skilled in thi 
art,, that various modifications, and, improvements may be made to the invention, without! 
departing from the spirit or scope of this invention; which is to be determined by the claims 
and by the breadth of their interpretation alfowed by Taw. 



an antenna; 

a receiver coupled! to said* antenna for receiving an activation signal! transmitted frpnn 
a remote control transmitter for actuating, a remote device,, the activation signal; having, 
characteristics including a variable data code; 

a controller coupled) to said) receiver fbr identifying a cryptographic algorithm! used) 
by the remote control; transmitter for generating the variable data code of the received) 
activation signal 1 , storing data identifying the cryptographic algorithm and a serial* number 
for identifying the data code to be transmitted? next when in a learning; mode \ and foi? 
generating a data code using the identified cryptographic algorithm and* the fast stored' seriaP 
number when in a transmitting, mode; and] 

a transmitter coupled to said controller for receiving the stored data and generating a 
modulated signal having the same characteristics as the received activation signal and 
including the data code generated by said -controller, and coupled 4o said antenna for 
transmitting the modulated signal to the remote device 4or actuation thereof . 

101 The) trainable transceiver as> defined! in claim 9* wherein; the activation signal) 
transmitted by the portable transmitter is a radio frequency signal, and said controller 
identifies and' stores the radio frequency of the received' activation signal 

1 1. The trainabfe transceiver a$ defined! in claim % wherein said variabfe code h a) 
rolling codte. 



1 J. h method of training a] trainabfe: RIP transceiver to receive,, fear% ajid! subseqjuent% 
transmit variable code signal's having identifiabfe characteristics received! fromv remote) 



control! transmitters used) to) actuate a] device having $ receiver,, th# method! comprising th# 
steps of: 



receiving a! s|gpa$ output fjrgitt t§# rentpti eontro j fraiiOTitte^ thi si 
characteristics including a carrier frequency and a variable data code; 





deciphering, the received data, code using the identified cryptographic algorithm <d) 
identify a serial number associated with the received data code; 



storing the identified' seriaf number and data representing; the identified! 
cryptographic algorithm*; 

generating an. RF carrier signal having the carrier frequency of the received signal; 

generating a> data, code for transmission, using; the identified! cryptographic algorithm 
and the stored serial number;, 

modulating the carrier signal' with the generated data code to produce ar* output 
signal related to the received! signal; and! 

transmitting said output signal! to the receiver of the device in order to remotety/ 
actuate the device., 

13. The method! as defined in clata 12 and! further including the steps oft 
identifying an RF carrier frequency of the received activation signal; and 
demodulating the received activation signal using a reference signal having a 

frequency related to the identified carrier frequency io obtain the code included in the 
received activation signal. 

14. The method as defined 1 in claim 12 and further including the step of* 
receiving, a cryptographic key corresponding ; to that used by a second receiver! 1 

associated with a remotely actuated device for use when generating the variable code using 
the identified cryptographic algorithm^ 

15. * An RF transmitter for use in controlling at feast one garage door opening 
mechanism^ said! transmitter trainable to the frequency and code of at feast one; existing 
garage dbor opening transmitter,, said W* transmitter comprising? 

means for receiving an encoded RF signal from an, existing RF remote control 
transmitter; 

an RF frequency output circuits 

a microprocessor programmed to operate in a training mode arid an operating morfl, 
said microprocessor coupled to said receiving means and to said RF frequency output circuit 
and when in 3 training mode operabfe to identify a\ code as a variably codm v identify « 
cryptographic algorithm used! to generate the variable code„ and' fd store signals identifying 

* 



the RF frequency of the received encoded RF signals and the identified cryptographic 
algorithm; and! 

art operator actuated! switch coupled! to> said( microcontroller (ot controlling the 
operational state of said microprocessor between said training and operating modes, said 
microprocessor coupled to said! frequency output circuit and! responsive to> the actuation) 
of said switch and said stored signals to generate a variable code and to transmit signals 
haying an RF frequency corresponding to the received encoded RF frequency signafs and! 
including, a variable codte generated by said microprocessor using^ the identified) 
cryptographic algorithm when in said operating mode when said switch is actuated by an 
operator'. 

16. The transmitter as defined in claim 15, wherein said microprocessor is programmed 
to learn and store the RF frequency and code of a plurality of received encoded RF signals 
and further including a plurality of operator actuated switches with one switch associated 
with each learned signal. 

17/. The transmitter as defined! in> claim* IS,, wherein said microprocessor identifies ^ 
received code as a: variable code when a subsequently received 1 code is different than the 
received] codfe., 

-•> ■ , 

i&. The transmitter as defined in claim IS and further including:! 
input means coupled! to said microprocessor for receiving a cryptographic key 
con^sponding to) that used! % a receiver of the garage dbor opening mechanlsns tot use by/ 
said microprocessor when: executing the identified 1 cryptographic afgorft&mi fti> generate thi 
variabfe codte., 

Th$ fransmitier as] dfefmecj In cMm\ 1$$ wherefft said micl^i^ssof Mf ntiflel tfe# 
cryptographic algorithm corresponding to the cryptographic algorithm used by a remote 
transmitter based! upon* characteristics of th^; received encoded; RF signal., 



2$. The transmfttef a$ defined in claims 15\ whereitt said! variably cafe is a; roiling cqcte* 



21. A trainable transceiver substantially as herein described with reference to the? 
accompanying drawings^ 

22. A method of training a trainable RF transceiver substantially as herein described 
with reference to the accompanying drawings,. 

23. An RF transmitter substantially as herein described with reference to the 
accompanying drawings. 
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